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”The world is not threatened by evil people, but by those who allow evil”—

ALBERT EINSTEIN
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RESUMO

GUTIÉRREZ, Jorge. Combining Entropy Metrics and Autoencoder–LSTM Models

for Lightweight Data Injection Detection in ROS 2. 2026. 91 f. Dissertação (Mestrado)

– Programa de Pós-Graduação em Modelagem Computacional. Universidade Federal do

Rio Grande - FURG, Rio Grande.

Garantir a segurança de sistemas robóticos distribuı́dos baseados em ROS 2 requer

mecanismos leves capazes de detectar precocemente comportamentos anômalos sob re-

quisitos de tempo real. Este trabalho propõe um esquema hı́brido para detecção de ataques

de injeção de dados que combina métricas de entropia calculadas em janelas deslizantes

(entropia de Shannon, entropia de transição e entropia baseada em KDE) com um pipeline

AE–LSTM treinado exclusivamente com dados nominais do robô. Primeiramente, carac-

teriza a estabilidade temporal das métricas e verifica a estacionariedade por meio do teste

Augmented Dickey–Fuller (ADF), o que permite a calibração de limiares em segmentos

nominais. Em seguida, o AE gera um espaço latente sobrecompleto que o LSTM utiliza

para prever um passo à frente; a pontuação de anomalia é definida como uma combinação

padronizada de forma robusta (mediana/MAD) entre o erro de reconstrução (AE) e o erro

de previsão (LSTM), com uma regra de persistência K para controlar alarmes falsos.

Na avaliação com dados offline, com busca em grade de parâmetros e restrição explı́cita

da taxa de falsos positivos (False Positive Rate, FPR), isto é, a proporção de amostras

nominais indevidamente sinalizadas como anômalas, o ponto de operação selecionado

(α = 1,1; β = 1,4; K = 3) atinge Recall ≈ 0,999 com FPR ≈ 0,097 e F1 ≈ 0,692
(prevalência π ≈ 0,098; N = 7559). Em nı́vel de evento, obtém taxa de acerto de 100%,

latência média de 0,27 janelas e cobertura média de 0,908, evidenciando detecção opor-

tuna com taxas de falso alarme controladas. A abordagem baseia-se apenas na telemetria

embarcada, não depende de inspeção de tráfego de rede e é adequada para implantação

online em ROS 2, atendendo aos requisitos de tempo real.

Keywords: ROS 2, detecção de anomalias, entropia, Autoencoder, LSTM.



ABSTRACT

GUTIÉRREZ, Jorge. Combining Entropy Metrics and Autoencoder–LSTM Mod-

els for Lightweight Data Injection Detection in ROS 2. . 2026. 91 f. Dissertação

(Mestrado) – Programa de Pós-Graduação em Modelagem Computacional. Universidade

Federal do Rio Grande - FURG, Rio Grande.

Securing distributed robotic systems built on ROS 2 requires lightweight mechanisms

for early, reliable detection of anomalous behavior under real-time requirements. This

work proposes a hybrid scheme for detecting data-injection attacks that combines entropy

metrics computed over sliding windows (Shannon, transition entropy, and KDE-based en-

tropy) with an AE–LSTM pipeline trained exclusively on the robot’s nominal data. We

first characterize the temporal stability of the metrics and verify stationarity via the Aug-

mented Dickey–Fuller (ADF) test, enabling threshold calibration on nominal segments.

The AE yields an overcomplete latent space that the LSTM uses to forecast one step

ahead; the anomaly score is defined as a median/MAD-standardized combination of re-

construction error (AE) and prediction error (LSTM), with a persistence rule K to control

false alarms.

In the offline evaluation, we performed a grid search over parameters under an explicit

constraint on the false positive rate (FPR). The selected operating point (α = 1.1; β =
1.4; K = 3) achieves Recall ≈ 0.999 with FPR ≈ 0.097 and F1 ≈ 0.692 (prevalence

π ≈ 0.098; N = 7,559). At the event level, we obtain a 100% hit rate, a mean latency of

0.27 windows (median 0), and a mean coverage of 0.908, indicating timely detection with

controlled false-alarm rates. The approach relies solely on onboard telemetry, remains

agnostic to network traffic (i.e., it does not require network-traffic inspection), and is

suitable for online deployment in ROS 2 while meeting real-time requirements.

Keywords: ROS2, anomaly detection, entropy, Autoencoder, LSTM.
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1 INTRODUCTION

Autonomous mobile robotic systems based on the Robot Operating System 2 (ROS 2)

operate in dynamic environments where hardware and software failures coexist with

network interference and variability. Detecting anomalous behaviors early and reliably

is therefore critical to preserving safety, robustness, and operational continuity. However,

the multivariate and temporal nature of telemetry (sensor, control, and communication

data) makes it difficult to design detectors that are both effective and lightweight.

ROS 2 was conceived as a comprehensive redesign of ROS, with a focus on data secu-

rity, real-time communication, and scalability of distributed systems [66]. Nevertheless,

the literature reports vulnerabilities affecting both the communication layer and software

and hardware components [22], along with latency and variability challenges associated

with the DDS architecture [50]. Threats such as command injection, malicious node inser-

tion, and denial-of-service attacks [84, 18] compromise integrity, availability, and reliabi-

lity. Although DDS Security introduces authentication, encryption, and access control, its

adoption can bring overhead and penalties in latency and bandwidth. In critical contexts,

it is therefore advisable to add complementary monitoring mechanisms that do not rely

exclusively on cryptography and do not significantly increase computational cost [36].

In this work, we propose a lightweight, network-agnostic approach that operates ex-

clusively with onboard robot telemetry. From relevant ROS 2 topics (e.g., /cmd vel),

arrival intervals (∆t) and kinematic magnitudes are derived. Entropy metrics are then

computed over sliding windows (Shannon, transition, and KDE), following favorable evi-

dence in networks and distributed systems [2, 35]. To capture both representational cohe-

rence and temporal dynamics, these metrics are combined with an Autoencoder–LSTM

pipeline trained only on nominal data. The decision is further stabilized through a robust

median/median absolute deviation (MAD) normalization and a persistence rule K that

reduces false positives with low latency.

This design links a practical need (detecting relevant deviations in real time without

network instrumentation) to a solution that balances sensitivity, computational cost, and

traceability of decision criteria (threshold and persistence). The following sections present

the specific motivation and the justification for the proposed design.
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1.1 Motivation and Justification

In ROS 2 real-time scenarios, purely cryptographic mechanisms may be insufficient

or too costly for monitoring system health during operation, while deep packet inspec-

tion adds complexity and overhead. Thus, complementary early-detection strategies are

required that are lightweight, rely solely on onboard signals, and integrate naturally into

the ROS 2/DDS ecosystem.

The proposed hybrid scheme combines: (i) entropy metrics that monitor temporal

regularity and distributional shifts; (ii) an Autoencoder that provides a stable latent repre-

sentation of the nominal regime and quantifies instantaneous inconsistencies via recons-

truction error; and (iii) an LSTM that models one-step temporal coherence and quantifies

dynamic deviations. The robust fusion based on the median and median absolute de-

viation (MAD) of both errors, together with an explicit persistence rule K, stabilizes

decisions near the threshold while maintaining low response times.

Empirically, the offline evaluation supports this choice: Recall ≈ 0.999 is achieved

while keeping the false positive rate (FPR) within the imposed constraint (FPR ≈ 0.097),

together with a 100% event hit rate and zero median latency (mean ≈ 0.27 windows),

evidencing timely activation consistent with real-time operation. From a practical pers-

pective, the approach is network-agnostic, reuses existing ROS 2/DDS infrastructure, and

offers a reproducible calibration procedure that facilitates transfer to different operational

profiles and prevalences.

In summary, the motivation is to equip ROS 2 systems with an effective and effici-

ent monitoring mechanism, capable of detecting relevant deviations with low latency and

controlled FPR; the justification rests on the strength of the statistical component (entropy

metrics), the complementarity of representation and dynamics (Autoencoder–LSTM), and

the feasibility of implementation and maintenance in real environments, where early de-

tection complements—without replacing—traditional cryptographic controls.

1.2 Problem Description

Distributed robotic systems running on ROS 2 operate under real-time constraints

on DDS middleware, where failures, interference, and attacks may degrade security and

performance. While authentication, encryption, and access control strengthen confidenti-

ality and integrity, their adoption can introduce overhead and latency variability. In this

context, complementary monitoring strategies are required that are lightweight, network-

agnostic, and suitable for online deployment, in order to detect operational deviations

with timeliness and bounded computational cost.

We address the early, robust, and low-latency detection of anomalous behaviors in a

ROS 2 robot, including those caused by data-injection attacks, using exclusively onboard

telemetry (without inspecting or instrumenting network traffic), while explicitly control-
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ling the false positive rate (FPR), since in practice each false positive may imply interrup-

tions or mission degradation. To this end, we construct an anomaly score from entropy

metrics over sliding windows (Shannon, transition, and KDE), combined with a sequen-

tial Autoencoder–LSTM model trained only with the robot’s nominal data.

Formally, given a multivariate time series {xt}
N

t=1
derived from ROS 2 topics (telemetry

and commands), the detector D produces at each instant t a binary decision yt ∈ {0, 1}

according to a score

St = α r̃t + β p̃t,

where r̃t and p̃t are, respectively, the reconstruction errors (AE) and one-step prediction

errors (LSTM), standardized in a robust manner (median/MAD). An alarm is triggered

when St > τ for K consecutive instants (persistence rule). The operating threshold τ

and the parameters (α, β,K) are calibrated to maximize recall under a per-window FPR

constraint, with F1 used as tie-breaker when needed. In our target regime, per-window

latency meets real-time at 20 Hz.

In short, the goal is to design and calibrate an anomaly detection scheme, network-

agnostic and based solely on onboard telemetry, that combines lightweight statistical me-

trics with sequential deep learning (Autoencoder–LSTM) to provide reliable real-time

decisions on ROS 2/DDS, aligning sensitivity, FPR control, and deployment feasibility.

In the review presented in Chapter 2, we did not find any previous work that addres-

ses exactly the same problem formulated in this dissertation. Existing studies on se-

curity in ROS/ROS 2 focus mainly on vulnerability analysis and protocol-level harde-

ning, rather than on deploying an online learning-based detector directly onboard the ro-

bot [21, 22, 19, 47, 1]. Entropy-based anomaly detectors are typically designed for generic

IP network traffic or large-scale distributed systems, not for DDS telemetry in mobile ro-

bots under real-time constraints [40, 62, 13, 86, 64, 35]. Similarly, time-series anomaly

detection approaches based on autoencoders and LSTM networks are usually calibrated

on industrial, energy, or generic cyber-physical data, with server-side computation and no

explicit integration with ROS 2/DDS messaging [70, 48, 33, 59, 52, 82, 83, 39, 41, 15, 46].

To the best of our knowledge, there is no prior work that simultaneously combines (i)

sliding-window entropy metrics over ROS 2 telemetry, (ii) their use as inputs to an AE–

LSTM pipeline trained on nominal behavior, and (iii) the evaluation of data-injection

attack detection on a physical ROS 2-based mobile robot. This gap motivates the specific

research problem and objectives stated in this chapter.
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1.3 Objectives

1.3.1 General Objective

To design, calibrate, and evaluate an anomaly detection system for ROS 2/DDS,

network-agnostic (based only on onboard telemetry), that combines entropy metrics with

an Autoencoder–LSTM pipeline, achieving Recall ≥ r⋆ with FPR ≤ f ⋆ and decision

latency < ℓ⋆ per window, while reporting both window-level and event-level metrics.

1.3.2 Specific Objectives

• Implement online computation of entropy metrics (Shannon, transition, and KDE)

over sliding windows.

• Train an Autoencoder on nominal data and export a reproducible latent representa-

tion.

• Train a one-step LSTM on the latent sequence to model temporal coherence.

• Define a robust combination of errors (median/MAD) and a persistence rule K to

stabilize decisions.

• Calibrate (α, β, τ,K) maximizing recall under an explicit FPR bound, with F1 tie-

breaking when needed.

• Evaluate offline with window-level metrics (Precision, Recall, F1, FPR) and event-

level metrics (latency and coverage), also reporting prevalence and dataset size.

• Document deployment artifacts and procedures to ensure reproducibility (code, pa-

rameters, guides).

• Analyze sensitivity across operational regimes and QoS (e.g., N , T , (α, β), K) and

discuss limitations and future work (online adaptation, hardware validation).

1.4 Contributions

This work presents an anomaly detection scheme for robotic systems based on ROS 2/DDS

that combines lightweight statistical metrics with deep learning models, operating exclu-

sively with onboard telemetry. The main contributions are:

1. Online entropy monitoring with validated temporal properties. Sliding-window

computation of three complementary metrics (Shannon, transition, and KDE), to-

gether with statistically calibrated thresholds and verification of temporal properties

(stability and stationarity) to support operational use.
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2. Hybrid Autoencoder–LSTM trained on nominal data with robust scoring. The Au-

toencoder learns a stable latent (low-dimensional) representation, and the LSTM

models one-step dynamics. The anomaly score combines the reconstruction error

(AE) and the one-step prediction error (LSTM) after robust standardization using

the median and median absolute deviation (MAD), and is stabilized via a persis-

tence rule K.

3. Reproducible calibration under explicit FPR constraint. Procedure to select (α, β, τ,K)

maximizing recall subject to bounded FPR (with F1 tie-breaking), with traceable

reports at both window-level (Precision, Recall, F1, FPR) and event-level (latency,

coverage, hit rate).

4. Native integration in ROS 2/DDS, network-agnostic. The detector consumes only

internal topics (telemetry/commands) and publishes a binary alert once threshold

and persistence are exceeded, facilitating online deployment and integration with

GUI and logging without network instrumentation.

5. Reproducible experimental protocol and dataset. Simulation/acquisition flow (Ga-

zebo/ROS 2), controlled anomaly generation, and structured logging enabling trai-

ning, offline validation, and transparent comparison of operating points.

6. Empirical evidence of real-time performance. Offline evaluation showing high sen-

sitivity with controlled FPR and timely event-level activation (zero median la-

tency), supporting the feasibility of the scheme for online monitoring at 20 Hz.

7. Deployment artifacts and transfer guides. Publication of weights, scalers, thresholds,

persistence, and metrics, together with calibration and production procedures, en-

suring reproduction and adaptation to different regimes and prevalences (see Ap-

pendix B).

Overall, the proposal contributes an onboard detector, with low latency and explicit

false-alarm control, that fuses entropy metrics and sequential deep learning (Autoencoder–

LSTM) to strengthen the operational security of ROS 2/DDS robots.

1.5 Structure of the Work

This work is organized into six chapters. Chapter 1 presents the general introduction:

recent advances in robotics and the new security challenges accompanying distributed

systems, with emphasis on the ROS 2 middleware and its DDS stack. Relevant features

and functionalities (publish/subscribe communication, QoS policies, real-time execution)

and vulnerabilities reported in the literature are discussed, situating the research problem:

early detection of anomalous behaviors in ROS 2 with low latency and low computational
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cost. At the end, the objectives (general and specific) and contributions of this thesis are

described.

Chapter 2 presents the concepts and background necessary to understand the proposed

method: entropy metrics (Shannon, conditional entropy, and KDE-based entropy), sliding

windows and temporal synchronization, as well as the Autoencoder–LSTM pipeline for

modeling the nominal regime and performing one-step prediction. It also reviews aspects

of ROS 2/DDS and the relevant QoS policies for system design.

Chapter 3 covers related work on ROS/ROS 2 security and anomaly detection in time

series. Vulnerabilities identified by different authors, entropy-based approaches, and deep

learning techniques are synthesized, with particular emphasis on the still underexplored

combination of KDE entropy with AE–LSTM in robotic contexts over ROS 2.

Chapter 4 details the methodology. It describes the experimental environment (Ga-

zebo/Turtlebot3 and containers), the acquisition and preprocessing procedure (sampling

frequency, resampling, and 100-sample windows), the online computation of entropy me-

trics and kinematic variables, and the anomaly generation protocol (e.g., jitter in ∆t, stop-

and-go, bursts, and high/low frequency patterns). It presents the AE–LSTM pipeline, the

anomaly score design with robust standardization (median/MAD) and persistence rule K,

along with the offline calibration procedure (selection of weights/thresholds under explicit

FPR constraint) and the set of evaluation metrics.

Chapter 5 gathers the evaluation of the method: offline experiments at both point and

event levels, analysis of temporal properties and stationarity of the metrics (including

ADF tests), comparison with baselines (AE only, LSTM only, threshold rules), and abla-

tion studies (window size, parameters α, β, and K), as well as end-to-end latency and

resource usage measurements.

Finally, Chapter 6 presents the conclusions and outlines directions for future work,

highlighting limitations, practical implications for integration into ROS 2/DDS, and op-

portunities for extension (online deployment, generalization to real-world multi-robot sce-

narios, and incorporation of adaptive recalibration mechanisms).



2 THEORETICAL FOUNDATIONS

Here we establish the necessary conceptual foundations: the characteristics of ROS 2/DDS

and QoS/security, the definition of anomaly and a threat model focused on data injection,

the handling of sliding windows, entropy metrics, and the AE–LSTM architecture. This

framework justifies the design decisions employed later on.

2.1 ROS 2: Fundamentals and QoS/Security Considerations

ROS 2 is a robotics software ecosystem that adopts a publish/subscribe paradigm bu-

ilt on the Data Distribution Service (DDS). Unlike ROS 1, the ROS 2 redesign delegates

transport, discovery, and Quality of Service (QoS) control to DDS, exposing to applica-

tions a client layer (rcl/rmw) that maps ROS types to DDS/IDL types. This shift aims

to improve timing behavior, scalability, and fault tolerance in distributed and real-time

systems [50]; see Fig. 1 for an overview.

QoS policies (e.g., Reliability, History/Depth, Deadline, Liveliness, Latency budget)

govern message loss and retransmission, buffer sizing, and time constraints. The literature

has documented that end-to-end latency and jitter depend on (i) the DDS implementation

used, (ii) message size and fragmentation, and (iii) the particular combination of QoS

profiles selected; furthermore, using ROS 2 introduces additional overhead compared to

direct DDS usage, which becomes more noticeable under high data loads [38, 50]. These

considerations are critical for this work, as they shape the distribution of inter-arrival

intervals ∆t and the time series that feed the detector.

In DDS/RTPS, distributed discovery (SPDP/SEDP) exchanges participant and end-

point metadata, while liveliness checks activity through heartbeats and global identifiers

(GUIDs). This control and metadata-exchange scaffolding influences the temporal vari-

ability observed by nodes and must be considered when profiling the nominal regime of

ROS 2 signals [22].

To harden communication, DDS Security incorporates authentication (PKI and X.509

certificates), access control, and cryptography articulated via two signed policies: Go-

vernance (covering domains, topics, and protection levels) and Permissions/Participant
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(defining per-operation and per-resource authorizations). Protection can be applied to the

entire RTPS message or, more granularly, only to selected parts such as metadata and pay-

load, with levels NONE/SIGN/ENCRYPT chosen according to confidentiality and integrity

requirements [22] (see also Fig. 1).

ROS 2 nodes (application)

rcl/rmw layer (mapping ROS � DDS/IDL)

DDS middleware (RTPS)

QoS: Reliability, History/Depth, De-

adline, Liveliness, Latency budget

SPDP/SEDP discovery and liveliness (heartbeats, GUID)

DDS Security: PKI and signed po-

licies (Governance/Permissions)

Security plugins: authentica-

tion, access control, cryptography

Protection in RTPS/metadata/payload:

NONE / SIGN / ENCRYPT

Observed timing: inter-arrival intervals ∆t, jitter, tails

Onboard detector (this work): ∆t and ki-

nematics → entropies (Shannon, transiti-

ons, KDE) + AE + LSTM + persistence K

QoS settings impact ∆t and jitter

Security increases latency

and affects throughput

Onboard processing without network traffic instrumentation

Figure 1: ROS 2 over DDS, vertical view: the client layer (rcl/rmw) maps ROS ty-

pes to DDS/IDL; QoS and discovery/liveliness mechanics shape timing (inter-arrival

intervals ∆t, jitter). DDS Security adds authentication, access control, and encryption

(NONE/SIGN/ENCRYPT) with latency/throughput impact. These signals feed the pro-

posed detector.

Enabling signing and encryption, however, introduces measurable overhead in latency

and throughput, whose magnitude depends on the DDS vendor, message size, crypto-

graphic algorithms, and QoS configuration; significant latency increases and performance

reductions relative to unsecured operation have been reported, evidencing the explicit

trade-off between cryptographic guarantees and timing [22]. For time-constrained appli-
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cations, selecting what to protect (e.g., critical payload) and how (e.g., SIGN vs. EN-

CRYPT) should be tuned jointly with QoS to preserve real-time requirements.

Even with DDS Security, the literature identifies attack surfaces and insecure con-

figurations enabling unauthorized publish/subscribe, data injection, or denial-of-service;

recent works develop formal analyses of ROS 2 communication vulnerabilities and pro-

pose verifiable security properties [84, 22]. In this context, it is justified to adopt onboard

monitoring mechanisms that complement (without replacing) cryptographic controls.

This thesis targets that gap by profiling the nominal regime from onboard temporal

and kinematic signals (including entropy metrics) and using an AE–LSTM scheme to

detect deviations with low latency, remaining network-agnostic by not inspecting or ins-

trumenting network traffic.

2.2 Anomaly Definition and a Data-Injection-Centered Threat Mo-

del

We define an anomaly as any observation or temporal segment that departs from the

system’s nominal regime given its operating conditions [14].

Let {xt}
N

t=1
be the multivariate series built from telemetry and commands (e.g., inter-

arrival intervals ∆t, linear and angular velocities, accelerations, and speed magnitude).

Let P0 denote the nominal distribution induced by training data under regular conditions

and P1 any alternative distribution associated with faults or attacks. Detection is posed as

deciding, at each instant t, between H0 : xt ∼ P0 and H1 : xt ∼ P1 from a score St built

with statistical and dynamical features over sliding windows, in line with classical change-

detection frameworks [6]. In practice we consider three manifestations: point-wise (an

isolated out-of-distribution datum), contextual (a plausible absolute value incompatible

with the operating context), and collective (an entire sequence with unusual temporal

shape); this taxonomy is standard in the anomaly literature [14]. It is particularly relevant

for ROS 2, where QoS policies and communication mechanics affect observed timing

and, consequently, the distribution of ∆t and kinematic derivatives [50, 38].

The threat model centers on data injection. We consider an adversary who attempts

to alter robot behavior by publishing manipulated or spurious messages on critical to-

pics, such as velocity commands or sensor readings. Injection may take the form of value

manipulation (biases, saturations, spikes, or high/low-frequency alternations), timing ma-

nipulation (artificial jitter, bursts, and silences that modify the arrival cadence visible in

the ∆t series), or replay/spoofing of valid messages out of context. We assume the at-

tacker understands DDS and can publish on specific topics, but does not simultaneously

control all telemetry channels nor know the detector’s internal parameters. Unauthorized

publication, malicious node insertion, and injection have been documented in ROS/ROS 2

applications, as well as formal analyses of communication vulnerabilities [21, 22, 84].
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These modalities leave measurable traces in the signals. In ∆t we observe increased

jitter, bursts, and temporal gaps that reveal irregular cadence; in kinematic variables we

observe changes in mean level, variance, and smoothness, as well as sustained coherence

breaks between command (input) and state (response). Such effects motivate descriptors

that characterize global and local regularity at low computational cost. We employ th-

ree complementary families of entropy metrics over sliding windows: Shannon entropy,

sensitive to changes in global dispersion [74]; transition entropy (here, the entropy of

inter-arrival increments), suited to capturing local cadence/jitter variations [44]; and an

entropy estimated from a nonparametric density (KDE), suitable for multimodal regi-

mes [75, 8]. Entropy-based anomaly detection has strong precedents in networks and

distributed systems [40].

On this statistical basis, we integrate a hybrid model combining an Autoencoder (AE)

and an LSTM network. The AE learns a stable latent representation from nominal data

and its reconstruction error increases under deviations [70], while the LSTM, trained for

one-step prediction in latent space, yields a prediction error that grows under dynamic

deviations [48, 33]. Both errors are robustly normalized via median and MAD to reduce

the impact of outliers [68] and combined into a score subject to a persistence rule K to

stabilize the decision [6].

In summary, we define anomalies as deviations from a learnable nominal regime de-

rived from telemetry and commands; we model data injection as value and/or timing

alterations in critical topics; and we exploit their predictable effects on ∆t and kinematic

magnitudes using entropy metrics and an AE–LSTM scheme, with the goal of issuing

reliable real-time decisions without instrumenting network traffic.

2.3 Sliding-Window Handling

To compute entropy metrics that are representative of the system’s recent state, the

collector node applies a sliding-window scheme to the inter-arrival series {∆tt}, a stan-

dard approach in stream analysis and online statistics maintenance [17, 26]. For each

instant t, we define

Wt = {∆tt−W+1, . . . ,∆tt}, W = 100,

with update step s = 1: the most recent observation is added and the oldest one is dis-

carded, keeping the sample size constant. On each Wt we compute Shannon entropy,

transition entropy (the entropy of increments ∆tt −∆tt−1 within Wt), and a KDE-based

estimate of the differential entropy. The update and inference procedure is summarized in

Algorithm 1 in Appendix A.

This scheme ensures that the analysis faithfully reflects the most recent conditions,
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preventing stale measurements from distorting detection in dynamic contexts [26]. The

choice W = 100 is a practical compromise between sensitivity (ability to react to chan-

ges) and stability (estimator variance). During the warm-up phase, until W samples are

available, the descriptors are computed but no decisions are issued.

From a computational standpoint, count-based metrics (discrete histograms for Shan-

non entropy and for the increments) admit O(1) updates by maintaining bin counters when

a sample enters or leaves the window [17]. For the KDE-based entropy, we fit a Gaussian

KDE on the last m = min(W, |V |) samples, with bandwidth h (Scott’s or Silverman’s

rule), and use a leave-one-out plug-in estimator of the differential entropy [80, 75].

To justify per-window normalizations and thresholds, we assume quasi-stationarity

within each Wt. This hypothesis was verified via the Augmented Dickey–Fuller (ADF)

test, checking for unit roots under no-constant, constant, and constant-plus-trend speci-

fications [20, 69]. The number of lags k was selected using AIC/BIC within Schwert’s

practical bound for kmax [72]. Decisions were made by comparing to critical values or

using p-values. The results, summarized in Table 5 in Section 4.8.1, support the use of

robust standardization (median/MAD) and fixed per-window thresholds under nominal

operation [68].

2.4 Entropy Metrics

Building on the sliding-window scheme introduced in Section 2.3, this section details

the statistical entropy-based descriptors that constitute the first stage of our detector. We

formalize three entropy descriptors computed on each window Wt: (i) Shannon entropy

of the inter-arrival times, (ii) transition entropy of consecutive increments, and (iii) a

KDE-based differential entropy. These quantities act as lightweight online indicators of

distributional change in ROS 2/DDS telemetry.

2.4.1 Shannon Entropy

Shannon entropy [74], proposed in 1948 within information theory, measures the un-

certainty or information content associated with a random variable. It is widely used to

analyze distributions, as it summarizes the degree of randomness or disorder in the data.

Let X be a random variable that can take values in a finite set X . We denote by pX(x)

the probability (or empirical frequency) of each value x ∈ X . Entropy is defined as

H(X) = −
∑

x∈X

pX(x) log2 pX(x), (1)

where the base-2 logarithm expresses information in bits. In practice, when observati-

ons are continuous, pX can be estimated with histograms or via kernel density estimation

(KDE) [25, 73, 75]. In our implementation, since the window Wt is treated as a discrete
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sequence V , we use the empirical probability mass function obtained from frequency

counts within the window (one bin per distinct value); KDE is reserved for the continu-

ous entropy descriptor introduced in this section. To compare across windows with K

distinct values, the normalized entropy H/ log2 K may be used; for very short windows,

a Miller–Madow bias correction is optional.

High entropy indicates more uniform distributions (greater uncertainty and lower pre-

dictability), whereas low entropy reflects concentration on a few outcomes (lower uncer-

tainty). In anomaly detection, appreciable changes in the probability distribution often

reveal unexpected events. In ROS 2 systems, inter-node messaging exhibits nominal tem-

poral and structural patterns; variations in publication dynamics captured, for example,

by the entropy of ∆t over sliding windows can signal communication faults, malicious

alterations, or unforeseen behaviors. This idea has been successfully applied in network

traffic and distributed systems: Radivilova et al. [62] use sliding windows to identify ano-

malous patterns; Callegari et al. [13] and Ziviani et al. [86] show entropy’s sensitivity

to deviations in traffic structure; and recent works [35, 4] reinforce its utility as a robust

descriptor, motivating its adoption in robotic contexts over ROS 2. In our detector, the

entropy of ∆t is computed on each window Wt and monitored as a time series: we apply

robust standardization (median/MAD) under nominal conditions and raise a local entropy

alert when the standardized value exceeds a calibrated threshold. These entropy-based

alerts are then combined with the autoencoder–LSTM score and a persistence rule (requi-

ring K consecutive exceedances) in the final decision logic.

2.4.2 Transition Entropy

Here we present transition entropy to refer to Shannon entropy applied not to the ab-

solute values of a time series but to its consecutive sample increments. This captures the

uncertainty associated with local changes and is suitable for characterizing cadence va-

riations (jitter, bursts, silences) in robotic and real-time communication systems, without

incurring the cost of modeling full joint or conditional distributions.

Let X = {x1, . . . , xn} be a one-dimensional sequence (e.g., inter-arrival times ∆t or

a kinematic magnitude). Define the increment series:

∆X = {∆x1, . . . ,∆xn−1}, with ∆xi = xi+1 − xi, (2)

and, in a sliding window Wt, treat the corresponding increment sequence as a discrete

sequence V . Let {pk}
K

k=1
denote the empirical probabilities of the distinct increments in

V , obtained from frequency counts (one bin per distinct value). The transition entropy is

then

Htra(Wt) = −
K∑

k=1

pk log2 pk, (3)
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as implemented in Algorithm 3 in Appendix A.

Interpretively, more dispersed increments (jitter spikes, bursts, or gaps) broaden the

distribution of ∆x and tend to increase Htra, whereas rigid change patterns reduce it. This

approach differs from Bandt–Pompe permutation entropy, which relies on ordinal patterns

and ignores variation magnitude [5]; here the measure is explicitly sensitive to change

magnitudes, making it complementary to ordinal metrics and especially informative un-

der cadence alterations. Conceptually, it is related to entropy-of-difference (increment

signs) and increment entropy (sign–magnitude coding), used as complexity/detection me-

asures in time series [53, 44]; it is also related to ordinal-transition-based change-detection

approaches [78].

Operationally, the transition entropy used here (Shannon over the empirical distribu-

tion of ∆xt within windows) differs from computing Shannon/KDE over xt, from ordi-

nal permutation entropy, and from standard Increment Entropy (with m > 1) due to its

focus on change magnitude and its marginal (wordless) nature. It only coincides with

earlier metrics under degenerate choices, e.g., ∆xt ∈ {−, 0,+} ⇒ entropy of difference;

or sign–magnitude symbolization with m = 1 ⇒ one-dimensional Increment Entropy.

Otherwise, the metrics are not identical but complementary.

In ROS 2, we apply Htra over sliding windows of ∆t and discrete derivatives of kine-

matic variables to capture local irregularities in publication and robot dynamics, yielding

a computationally light descriptor sensitive to perturbations relevant for early detection.

2.4.3 KDE-Based Entropy

Beyond entropy measures computed over discretized distributions, we employ a con-

tinuous variant based on Kernel Density Estimation (KDE), which provides a nonpara-

metric, smoothed approximation to the probability density function (PDF) [75, 8]. Given

samples {x1, . . . , xn}, the univariate KDE is

f̂(x) =
1

nh

n
∑

i=1

K

(

x− xi

h

)

, (4)

where n is the number of samples in the window, K is a normalized kernel (
∫

K(u) du =

1, e.g., Gaussian), and h > 0 is the bandwidth controlling smoothness. Selecting h is cri-

tical; in practice one uses general-purpose rules (Silverman/Scott) or automatic methods

such as Sheather–Jones via validation [75, 73].

With this density, the associated differential entropy is

HKDE = −

∫

f̂(x) log f̂(x) dx, (5)

with logarithm in base e (nats) or base 2 (bits). In applications, it is evaluated using a
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leave-one-out Monte Carlo-style estimator to reduce bias:

ĤKDE ≈ −
1

n

n∑

i=1

log f̂
−i(xi), (6)

where f̂
−i is the KDE excluding xi. When the support is semi-infinite (e.g., x = ∆t ≥

0), a logarithmic transform or boundary corrections help avoid bias from mass leakage

outside the domain [75].

KDE-based entropy has been used to analyze time series and detect changes or atypi-

cal behaviors by offering a robust measure of global uncertainty without relying on a fixed

discretization [8]. Recent examples explore multiscale variants and functional extensions

for complex data, as well as biomedical applications [43, 27]. Here, we compute HKDE

over sliding windows of temporal signals (e.g., ∆t and kinematic magnitudes) to com-

plement count- and increment-based entropy measures, increasing sensitivity to regime

shifts with low modeling cost.

2.5 Autoencoder + LSTM for Anomaly Detection

2.5.1 Autoencoders for Unsupervised Anomaly Detection

Autoencoders (AEs) are neural networks trained to reproduce their inputs at the output

through a constrained hidden representation [31, 28, 9]. Given an input vector x ∈ R
d, an

encoder network fθ maps x to a latent code z = fθ(x), while a decoder gϕ reconstructs

x̂ = gϕ(z). Training typically minimizes a reconstruction loss, such as the mean squa-

red error ∥x − x̂∥2, over a dataset assumed to represent nominal (i.e., non-anomalous)

behaviour. Under suitable capacity and regularization, the AE learns to represent regu-

lar patterns of variation while assigning larger reconstruction errors to inputs that deviate

from the training distribution.

For anomaly detection, the reconstruction error eAE = ∥x − x̂∥ is interpreted as an

anomaly score: samples that are poorly reconstructed relative to the nominal baseline

are flagged as atypical [70, 12]. A rich body of work has explored regularized and ro-

bust AEs—including denoising, sparse and contractive variants—to prevent trivial iden-

tity mappings and encourage latent representations that capture stable structure rather

than noise or idiosyncrasies [79, 55, 65]. Recent surveys review autoencoder families

and their applications in machine learning and anomaly detection across multiple do-

mains [10, 14, 12]. In networked and robotic systems, AE-based detectors have been

successfully employed to capture deviations in latent representations of telemetry and

traffic features [76, 15].
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2.5.2 LSTM-based Sequential Modeling

While AEs provide a static snapshot of deviation at the level of individual obser-

vations, many cyber–physical systems exhibit strong temporal dependencies. Recurrent

neural networks (RNNs) address this by maintaining a hidden state that evolves over time,

but standard RNNs suffer from vanishing and exploding gradients when modelling long-

range dependencies. Long Short-Term Memory (LSTM) networks [32] mitigate this limi-

tation by incorporating gating mechanisms (input, output and forget gates) that regulate

information flow, enabling the network to retain and update relevant temporal information

over longer horizons.

In time-series anomaly detection, a common strategy is to train an LSTM to per-

form one-step prediction of a sequence that reflects nominal dynamics. Given a latent or

observable sequence {yt}, the LSTM learns to predict ŷt+1 from the past, and the pre-

diction error eLSTM
t

= ∥yt+1 − ŷt+1∥ is used as an anomaly score: sustained increases

in prediction error indicate departures from the learned dynamics, such as regime chan-

ges, persistent jitter or unexpected stop–go patterns [48, 49]. LSTM-based detectors have

shown good performance in high-dimensional temporal streams such as spacecraft tele-

metry and industrial sensors [33, 12], and are widely used in streaming anomaly detection

surveys [45].

2.5.3 Hybrid AE–LSTM Architectures

Hybrid architectures that combine AEs and LSTMs seek to exploit the complementary

strengths of static reconstruction and temporal prediction. A common design encodes

high-dimensional inputs into a latent representation with an AE, and then models the

temporal evolution of this latent code with an LSTM [70, 49]. The AE reduces noise and

redundancy while capturing salient structure in a compact or regularized latent space; the

LSTM focuses on learning temporal coherences and dynamics in that space. Anomaly

scores can then be derived from reconstruction error, prediction error, or a combination

of both, enhancing sensitivity to both structural and dynamical deviations [33, 59, 39, 41,

42, 3, 52, 82, 83].

Within this general framework, robust statistics (e.g., median- and MAD-based nor-

malization) and simple thresholding rules are often employed to turn continuous scores

into binary decisions, optionally with persistence requirements to dampen spurious spi-

kes and enforce temporal consistency in alarms [68, 6, 29, 54, 56, 34, 85, 77]. Building

on these theoretical foundations, the present work specifies and evaluates a concrete AE–

LSTM architecture tailored to ROS 2/DDS telemetry and entropy-based descriptors in

the Methodology chapter, where the exact model configuration, training procedure and

decision rule are detailed.

On this conceptual basis, Chapter 4 details the proposed pipeline (entropies + AE–

LSTM) and, later, Section 5.3.4 discusses how detected deviations correspond to data-
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injection patterns.



3 RELATED WORK

The goal of this chapter is to situate our work within the broader landscape of anomaly

detection for ROS 2/DDS-based robotic systems. We first motivate why temporal per-

formance, security considerations, and distribution shifts matter in practice for real-time

operation. We then outline how entropy-informed signals and sequential deep models can

complement each other to detect meaningful deviations under tight latency and resource

constraints. Finally, we clarify the evaluation perspective adopted here—one that empha-

sizes event-level metrics, latency, and reproducibility—so that subsequent methodological

choices are transparent and well grounded.

To guide the reader, the literature reviewed is organized along six axes: (i) tempo-

ral performance of ROS 2 and its DDS middleware; (ii) security in ROS/ROS 2 and

the impact of DDS Security; (iii) distribution-shift detection and entropy-based metrics;

(iv) sequential detectors with autoencoders and LSTM models; (v) evaluation protocols

for data streams and time series; and (vi) simulation and reproducibility. This structure

synthesizes findings that motivate the design and evaluation choices adopted in this thesis.

3.1 Temporal Performance in ROS 2 and Its DDS Middleware

Early ROS 2 performance studies report that end-to-end latency and jitter are highly

sensitive to the DDS implementation, to QoS policies (e.g., Reliability, History/Depth),

and to message size/fragmentation. Maruyama et al. characterize these dependencies

and compare representative configurations in controlled scenarios with emphasis on the

communications stack and its temporal implications [50]. Kronauer et al. extend the

analysis in multi-node systems, quantifying the overhead introduced by the ROS 2 layer

with respect to direct DDS use and highlighting the role of QoS in aggregate tempo-

ral behavior [38]. To instrument and diagnose real systems, Bédard et al. introduce

ros2 tracing, a low-overhead tracing framework that enables causal inspection and

fine-grained measurement of delays and queueing at runtime [7]. These results motivate,

in our work, the decision to fix a default configuration and to control the false positive

rate explicitly under timing constraints.
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3.2 Security in ROS/ROS 2 and the Impact of DDS Security

In classic ROS, Dieber et al. systematize the attack surface (spoofing, man-in-the-

middle, denial of service) and discuss architecture- and channel-level countermeasures [21].

For ROS 2, DiLuoffo et al. argue for a holistic approach integrating DDS configuration,

QoS policies, and DDS Security, pointing out security–performance trade-offs [22]. Re-

cent studies of vulnerabilities and misconfigurations in ROS 2 underscore that enabling

DDS Security can introduce overhead and side effects that affect real-time operation if

not carefully managed [84]. In parallel, applied work explores machine-learning-based

intrusion detection in ROS ecosystems, validating the viability of supervised approaches

in simulation [4].

3.3 Distribution-Shift Detection and Entropy-Based Metrics

Distribution-shift detection has proven effective in networking and cyber-physical sys-

tems: Lakhina et al. show that changes in traffic-feature distributions expose structural

anomalies not visible from point values [40]. Building on this, our approach uses sliding-

window entropies to capture changes in cadence and dispersion. We rely on classical bin-

ning rules (Freedman–Diaconis, Scott) [25, 73] and kernel density estimation (KDE) [75].

KDE-based entropies have been reported for time-series contexts [43, 27], while Incre-

ment Entropy—which symbolically encodes sign and magnitude of increments—offers

sensitivity to local changes [44]. Since heavy tails and outliers can degrade naive th-

resholds, we adopt robust standardization based on median and MAD [68].

3.4 Sequential Detectors with AE and LSTM

Autoencoders (AE) provide low-dimensional representations of nominal regimes and

are widely used for reconstruction-based detection [31, 28, 79, 55, 65]. LSTMs capture

medium- and long-range temporal dependencies [32]. In time-series anomaly detection,

AE and LSTM have been applied both separately and jointly: AEs for reconstruction with

thresholds [70], LSTMs for sequence modeling and prediction [48], and hybrid variants

(e.g., VAE–LSTM, AE–LSTM) in industrial and spatiotemporal domains [33, 59, 41, 39],

and have demonstrated high sensitivity even with unlabeled data. Our pipeline follows

this line, combining an entropy view (marginal change), an AE (representation consis-

tency), and an LSTM (sequential coherence), with thresholding and temporal persistence

to control latency and false positives in operation.
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3.5 Evaluation for Data Streams: Windows, Adaptation, and Me-

trics

The online nature of the task motivates sliding windows and adaptation mechanisms:

Datar et al. study maintaining statistics under sliding windows [17], and Bifet & Gavalda

propose ADWIN, an adaptive window scheme sensitive to drift [11]. To analyze statio-

narity and define stable thresholds, we rely on classical ADF tests [20, 69, 72]. For eva-

luation, beyond confusion-matrix point metrics, ROC curves and TPR/FPR are used [24],

together with event-oriented metrics tailored to range anomalies (coverage, event hit rate,

activation latency) [77]. In this work we adopt both pointwise and event-level views to

reflect the detector’s practical utility under timing constraints.

3.6 Simulation and Reproducibility

Simulation in Gazebo allows controlled variable settings, reproducible traces, and

the construction of a nominal baseline prior to hardware deployment [37]. Combined

with containers and default ROS 2/DDS configurations, this strategy reduces experimental

variance attributable to the middleware and isolates the contribution of the detector and

its input metrics. To enhance repeatability, simulations were run in Docker on ROS 2

Humble with Fast DDS and Gazebo Classic, and the anomaly generator used a fixed seed

(random.seed(42)).

3.7 Gap and Specific Contribution

Although there are advances in entropic metrics, AE- or LSTM-based detectors used

in isolation, and evaluations oriented toward overall accuracy, the literature lacks: (i)

a native, lightweight integration of complementary entropies (Shannon, transitions, and

KDE) with an AE–LSTM pipeline trained only on nominal data; (ii) robust normaliza-

tion (median/MAD) and a persistence rule with parameter K to stabilize decisions; and

(iii) reproducible calibration with an explicit FPR constraint and event-level reporting

under ROS 2/DDS temporal requirements. This thesis fills that gap with an onboard,

network-agnostic detector that runs online under ROS 2/DDS timing constraints, without

inspecting or instrumenting network traffic, and that is readily integrated into ROS 2.



4 METHODOLOGY

We describe the experimental environment (Gazebo/ROS 2 Humble with Fast DDS), the

data acquisition pipeline, preprocessing, and the online computation of entropy-based

metrics and kinematic variables. We detail the AE–LSTM pipeline, the construction of

the anomaly score with robust normalization and a persistence rule with parameter K,

and the calibration procedure under an explicit false positive rate (FPR) constraint.

The proposed methodology proceeds in two main stages. First, we establish a nomi-

nal behavioral baseline via controlled simulations in an empty Gazebo world, which ena-

bles training a hybrid deep-learning detector. Second, we analyze new data under mixed

conditions (nominal and anomalous) to assess the system’s ability to detect meaningful

deviations in the robot’s operating dynamics.

4.1 Experimental Environment and Data Acquisition

All experiments were conducted on ROS 2 Humble with Fast DDS using out-of-the-

box settings—no XML profiles, DDS Security disabled, and default QoS—inside a Doc-

ker container. Simulation ran in Gazebo 11.10.2 (Classic) with a TurtleBot3 in an empty

world to isolate the nominal regime from external interference [37]. This baseline is

common in ROS 2 performance and security evaluations: studies first characterize la-

tency/jitter with defaults and then examine the impact of QoS and DDS Security given

their temporal overhead [50, 38, 36, 22].

4.1.1 System stack (versions).

• Base OS and container. Ubuntu 22.04.4 LTS (Jammy) inside Docker 27.1.2 (build

d01f264).

• ROS 2 and DDS.

ROS 2 Humble ($ROS DISTRO=humble) with Fast DDS (rmw fastrtps cpp).

• Fast DDS packages installed via APT.

– ros-humble-fastrtps (2.6.8-1jammy)
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– ros-humble-rmw-fastrtps-cpp (6.2.6-1jammy)

– ros-humble-rmw-fastrtps-shared-cpp (6.2.6-1jammy)

– ros-humble-rosidl-

typesupport-fastrtps-{c,cpp}

(2.2.2-2jammy)

• ROS 2 metapackages. ros-core (0.10.0-1jammy.20240524), ros-base (0.10.0-

1jammy.20240530) y desktop (0.10.0-1jammy.20240617).

• QoS. No QoS profiles were manually tuned: the sensor topics (/laser scan,

/imu/data, /odom) used the sensor data profile (Volatile, Best Effort, low depth),

whereas /cmd vel and /movement label inherited default/system default (Re-

liable, KeepLast, typical depth of 10), following the official ROS 2 QoS documen-

tation and the rclcpp QoS classes [58, 67]. These default values were sufficient

for our scenarios and helped avoid additional latency due to acknowledgments or

deep queues [50, 38].

4.1.2 Machine-learning stack (training).

• Python environment. Python 3.11.2 with NumPy 2.2.5, Pandas 2.2.3, PyTorch 2.6.0

(CPU only), scikit-learn 1.6.1, Joblib 1.4.2, and Matplotlib 3.10.1.

• Traceability. A machine-readable log of the exact package versions is included in

training env versions.json.

• Random seeds. Unless explicitly stated otherwise, no seeds were fixed during trai-

ning; only the anomaly generator used a fixed seed (42) to reproduce the injection

patterns.

We purposely ran ROS 2 Humble + Fast DDS with factory configuration (default

QoS, DDS Security off) to reduce middleware confounders and isolate the detector’s ef-

fect on onboard signals. The literature shows ROS 2 timing strongly depends on DDS

stack, QoS, and message size/fragmentation; any tuning shifts latency/jitter and compli-

cates causal attribution [50, 38]. Enabling DDS Security adds measurable overhead and

PKI/policy decisions that increase experimental variance [22, 36], and misconfigurations

can introduce risks or side effects [84, 18]. Moreover, tracing tools indicate the system

already exhibits sufficient timing variability without further tuning [7]. Fixing defaults

thus provides a reproducible, honest baseline; sensitivity to QoS/DDS Security is left for

future work.

Robot actions were generated by a motion-simulator node that published velocity

commands on /cmd vel, executing controlled random trajectories (without injecting
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artificial anomalies), including straight segments, gentle curves, turns, and zig-zag se-

quences. It also published descriptive labels on /movement label for each motion

type, enabling a labeled dataset under nominal conditions.

A data-collector node continuously recorded onboard telemetry during simulation in

real time. Stage 1 in Fig. 2 corresponds to node start-up inside the ROS 2 environ-

ment, including initialization of the CSV file and internal buffers for inter-arrival ti-

mes and entropy metrics. In Stage 2, the node subscribes to the main telemetry and

labeling topics: velocity commands (/cmd vel), odometry (/odom), LiDAR readings

(/laser scan), inertial measurements (/imu/data), motion labels (/movement

label), and the injected-attack label (/attack type).

When a new message arrives (Stage 3), primarily from /cmd vel, the node updates

the inter-arrival series {∆tt} using the wall-clock time. On the current sliding window

(W=100 samples), it then computes three entropy metrics (Stage 4): Shannon entropy,

transition entropy (on first-order differences), and kernel-density–based entropy (KDE),

as formalized in Section 2.4.

Stage 5 aggregates and processes additional sensor information from the latest sam-

ples of /cmd vel, /odom, /laser scan, and /imu/data. The node extracts linear

and angular velocities, odometry pose, LiDAR minimum/maximum ranges, IMU acce-

lerations, and derived kinematic quantities such as linear/angular acceleration, velocity

magnitude, and jerk.

In Stage 6, all features for the current time step (timestamp, kinematic variables, la-

ser/IMU attributes, the three entropy values, and motion/attack labels) are appended as a

single row to a structured CSV file at an effective rate of about 10 Hz, which is sufficient to

characterize the robot’s dynamics. During offline processing, the time series are synchro-

nized and resampled to 20 Hz (linear interpolation for short gaps) for analysis and model

consumption. Finally, Stage 7 publishes informational log lines containing the entropy

metrics, the motion label, the attack type, and an auxiliary KDE-based anomaly flag. This

flag is used only as a diagnostic aid during data collection and does not participate in the

AE–LSTM detection pipeline trained on the CSV.

Running everything inside a single container ensured time synchronization and en-

vironmental consistency. Figure 2 summarizes this workflow, enumerating each stage

described above.

4.2 Sampling Frequency and Timestamp Synchronization

The sampling frequency adopted for data collection was 10 Hz, a compromise between

temporal resolution and computational efficiency. This decision was guided by two com-

plementary aspects: on the one hand, the need to capture dynamic events of the ro-

bot—such as turns, braking, or abrupt transitions—with sufficient granularity; on the
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1. Start ROS 2 Node

2. Subscribe to topics:

– /cmd vel – /laser scan
– /odom/data
– /movement label

3. New message received

(mainly /cmd vel)

4. Calculate Entropies:

– Shannon Entropy
– Transition Entropy
– KDE Entropy

5. Capture Sensor Data and

extra processing:

– linear and angular speeds
– velocity magnitude
– IMU accelerations jerk

6. Log data to CSV file

7. Publish informational logs

about entropy, anomalies,
movement type, attack type

Figure 2: Data-collector node workflow: from ROS 2 subscriptions to entropy computa-

tion, feature extraction, CSV logging, and informational logs.

other hand, the convenience of keeping the data rate manageable, avoiding system over-

load or burdensome post-processing.

Prior studies have demonstrated that frequencies between 5 and 20 Hz are effective

for anomaly detection in robotic systems [15, 46, 61]. For example, [15] employed 10 Hz

to record anomalous events in manipulators during more than five hours of continuous

operation, successfully classifying human collisions and manipulation errors. Similarly,

[46] reported that up to 10 Hz was adequate for real-time detection without compromising

system performance. Finally, [61] evaluated forecasting models at 10 Hz, concluding that

this frequency offered a balanced trade-off between sensitivity and stability.

Based on this evidence, adopting a 10 Hz frequency was deemed to ensure effective

coverage of relevant events, aligning with the specialized literature and maintaining com-
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putational feasibility in both simulated and real scenarios.

Although acquisition was performed at 10 Hz, for modeling and analysis all signals

were synchronized and resampled to 20 Hz (using linear interpolation for short gaps).

This ensured uniform sliding windows of 100 samples (≈ 5 s), aligned topics subject

to mild jitter, and simplified preprocessing by maintaining consistent lengths per win-

dow/epoch. This resampling is applied only during feature engineering and does not alter

labels or the temporal order of the records.

4.3 Implementation and Properties of Entropy Metrics

Robot-internal data were analyzed through the real-time computation of three en-

tropy metrics: Shannon entropy, transition entropy (based on successive differences), and

kernel-density–based entropy (KDE). These metrics were computed over sliding win-

dows of 100 samples, maintaining an updated and sensitive representation of the system’s

recent behavior. In the implemented node, the entropy calculations are applied exclusi-

vely to the series of message inter-arrival intervals ∆t derived from the /cmd vel topic,

which reflects the cadence of velocity commands.

The implementation is organized into two modules: (i) an entropy module that main-

tains the sliding window of ∆t for /cmd vel and updates the three entropy descriptors

online; and (ii) a telemetry module that records the raw values published on relevant topics

(velocity commands, odometry, LiDAR ranges, IMU accelerations, and motion/attack la-

bels) without applying additional entropy transformations to those signals. All quantities

(entropies and telemetry) are written to a structured CSV file for subsequent offline syn-

chronization, resampling, and modeling.

4.3.1 Sliding Window Management

To compute representative entropy metrics adaptively to recent system behavior, the

data-collector node implements a sliding-window scheme over the series of message inter-

arrival times ∆t.

The window maintains the latest W = 100 observations of ∆t, on which Shannon,

transition, and KDE-based entropies are calculated. Upon each new message, the system

updates the window by adding the new interval and discarding, if needed, the oldest value,

keeping the sample size constant. The detailed update and computation procedure is

described in Algorithm 1 in Appendix A.

This approach allows the statistical analysis to reflect the most recent system conditi-

ons, avoiding distortions from outdated measurements in dynamic contexts. The choice

of W = 100 samples represents a practical trade-off between sensitivity (responsiveness

to changes) and stability (reduced variance of the estimators).
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4.3.2 Entropies Computed on Robot Data

4.3.2.1 Shannon Entropy

Shannon entropy is calculated from the distribution of inter-arrival times ∆t of mes-

sages received on subscribed topics. The procedure begins with frequency counts of ∆t

values, from which relative probabilities are estimated. With these probabilities, the clas-

sical entropy formula H = −

∑
pi log2 pi is applied, including a numerical correction

term to avoid evaluating log(0) and to ensure computational stability. The step-by-step

description of this process is given in Algorithm 2 in Appendix A.

4.3.2.2 Transition Entropy

This metric is based on the analysis of differences between consecutive values in the

∆t series, capturing the uncertainty associated with changes in message arrival cadence.

The procedure consists of generating a new series from pairwise differences of conse-

cutive values, and then applying Shannon entropy on this series to estimate transition

variability. A detailed description is provided in Algorithm 3 in Appendix A.

4.3.2.3 Kernel-Density–Based Entropy (KDE)

KDE entropy provides a continuous representation of the underlying data distribution

and is less sensitive to discretization choices. In our case, a Gaussian kernel density

estimator f̂h is fitted over the window of values, and the log-density is then evaluated

at the samples themselves to approximate differential entropy using a plug-in estimator.

Computationally, this involves computing ℓi = log f̂h(xi) and approximating HKDE ≈

−

∑
i
exp(ℓi) ℓi (with optional normalization by n depending on the reporting protocol).

The detailed procedure is described in Algorithm 4 in Appendix A.

4.3.3 Comparison of Entropy Metrics

Shannon entropy quantifies overall uncertainty in the distribution of inter-arrival times

(∆t), offering a measure of dispersion or uniformity [74, 64]. It is useful for identifying

changes in the global variability of the system.

Transition entropy analyzes differences between consecutive intervals, capturing the

system’s temporal dynamics. It is particularly sensitive to abrupt changes such as jitter or

bursts of messages, which may not be evident in the static distribution of intervals [78].

Finally, KDE-based entropy uses continuous probability density estimation to evaluate

uncertainty, enabling the detection of subtle changes in distribution shape, such as the

emergence of bimodality or heavy tails [64].

The combination of these metrics provides a comprehensive view of the system’s tem-

poral behavior, enhancing anomaly-detection capability across diverse operating scena-

rios.
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Table 1: Comparison of entropy metrics used.

Metric What It Measures Main Sensitivity Ref.

Shannon entropy Global uncertainty of the

inter-arrival time

distribution.

Changes in dispersion and

uniformity of arrival

times.

[74, 64]

Transition entropy Variability of transitions

between consecutive

intervals.

Abrupt changes in

temporal dynamics (jitter,

bursts, local disorder).

[78]

KDE-based entropy Uncertainty estimated

continuously via a

non-parametric

probability density.

Subtle changes in

distribution shape (tails,

multimodality).

[43]

4.4 Other Robot-Internal Telemetry Captured by the Data-Collector

Node

In addition to entropy metrics computed over message inter-arrival times, the data-

collector node also acquires a set of complementary features from different ROS 2 topics,

with the goal of building a more comprehensive representation of the robot’s operational

state.

Among the recorded variables are linear and angular velocities extracted from the

/cmd vel topic, which directly reflect the movement commands issued to the robot.

From these velocities, linear and angular accelerations are computed as temporal derivati-

ves, together with the velocity magnitude, defined as the scalar combination of linear and

angular components. Furthermore, jerk is estimated as the derivative of linear accelera-

tion, enabling the detection of abrupt changes in motion dynamics.

The system also records odometry information from the /odom topic, capturing the

robot’s position in the plane (x, y) and orientation (θ). In parallel, minimum and maxi-

mum distance measurements obtained from the laser scanner (/laser scan) are col-

lected, offering an indirect measure of proximity to obstacles or environmental changes.

Additionally, acceleration values along the three axes (x, y, z) are acquired from the

inertial measurement unit (IMU) via the /imu/data topic. These data enrich the robot’s

kinematic information, allowing evaluation of internal forces and external disturbances

affecting the system.

All data are stored synchronously with timestamps, allowing subsequent analysis both

in isolation and in correlation. This multimodal acquisition strategy provides a solid basis

for characterizing normal and anomalous behaviors, and is fundamental for building more

accurate and robust anomaly-detection models.

Table 2 summarizes the main variables captured, their acquisition sources, and their

role within the system.
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Table 2: Variables captured by the data collector node.

Category Variable(s) Data Source

Velocity Linear velocity (v), angular

velocity (ω)

/cmd vel

Acceleration Linear acceleration, angular

acceleration

Internally computed

Velocity magnitude Combined magnitude of v

and ω

Internally computed

Jerk Derivative of linear

acceleration

Internally computed

Odometry Position (x, y), orientation

(θ)

/odom

LiDAR Minimum and maximum

detected distances

/laser scan

IMU Accelerations in x, y, z /imu/data

Labels Movement type, attack type /movement label,

/attack type

Entropies Shannon, transition, KDE Internally computed

4.5 Relationship Between Collected Metrics and Anomaly Types

The set of metrics employed in this work was deliberately designed to capture distinct

manifestations of anomalies in robotic and communication systems based on ROS 2. Each

metric contributes sensitivity to specific failures, atypical behaviors, or attacks, so that

collectively they enable more robust and specific detection of irregularities.

Table 3 summarizes the relationship between the metrics considered, the type of ano-

maly they help identify, and a brief justification of each association.

Table 3: Relationship between collected metrics and possible anomalies detected.

Metric Anomaly Type Justification

Message

inter-arrival time

(∆t)

Jitter, bursty publication Anomalous variations in topic publication

intervals may indicate desynchronization,

node overload, or burst injection.

Shannon entropy Irregularities in internal

transmission

Changes in the distribution of published

intervals/values suggest loss of regularity

or manipulation of message flow.

Transition entropy

(ordinal patterns)

Abrupt dynamic changes Detects alterations in the relative sequence

of consecutive intervals/values, sensitive

to jitter and short bursts.
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Metric Anomaly Type Justification

KDE-based

entropy

High dispersion or

collapse of variability

Reveals modifications in distribution

shape (tails, multimodality), useful for

identifying regime changes in the system.

Linear and angular

velocity

Command injection,

control/actuator failures

Significant deviations from the normal

motion profile may indicate anomalous

commands or mechanical degradation.

Linear and angular

acceleration

Impacts, unexpected

sharp maneuvers

Unusual accelerations reveal collisions,

slips, or unauthorized control inputs.

Velocity

magnitude and

jerk

Dynamic motion

anomalies

Sudden changes in magnitude or

acceleration derivative help detect control

failures or saturation.

LiDAR (min/max) Unexpected obstacles,

environmental changes

Atypical variations in minimum/maximum

ranges indicate physical changes in the

environment or local interference.

IMU (x, y, z

accelerations)

Vibrations, falls, impacts Anomalous IMU measurements expose

structural risks or unexpected excitations.

Movement/attack

labels

Validation and ground

truth

Enable comparison of automatic detection

with known labels for evaluation and

threshold tuning.

The integration of multiple metrics associated with both message dynamics and robot

physical behavior allows a more robust anomaly-detection approach sensitive to diverse

irregularities. Each metric captures complementary aspects of normal operation and pos-

sible disruptions, facilitating early identification of failures, attacks, or unexpected beha-

viors. The joint use of entropy-based analysis, kinematic variables, and sensor readings

thus provides a holistic view of the system’s operational state, forming a solid basis for

subsequent evaluation under controlled and real anomalous scenarios.

The methodology presented establishes a data acquisition and analysis system ori-

ented toward early anomaly detection in robotic systems based on ROS 2. Through the

implementation of metrics grounded in entropy analysis, motion dynamics, and inter-node

communication characteristics, it aims to capture early indicators of irregular behaviors.

The design of adaptive thresholds and the selection of relevant variables enable a flexible

and robust approach to dynamic scenarios and potential security threats.

4.6 Anomaly Generation and Extended Collection Protocol

The motion-simulator node includes an anomaly mode parameter. In the confi-

guration used, anomalies are assigned relatively long durations (5–10 s) to increase the
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proportion of anomalous samples and provide richer labeled data for model fitting.

Anomalies are activated with a dynamic probability that targets an anomalous time frac-

tion of approximately 15–20% of the total runtime. Implemented patterns include: (i)

high-frequency command sequences, (ii) low-frequency patterns with large inter-message

gaps, (iii) irregular stop-and-go behavior alternating between motion and standstill, and

(iv) intermittent bursts of repetitive commands followed by random pauses. Each anomaly

instance runs for a random duration within the 5–10 s range. Between anomaly inter-

vals, the node generates nominal motions (straight segments, smooth curves, spins, zigzag

paths, and obstacle-avoidance maneuvers). All actions are labeled online on /movement

label, enabling the association of sensor signals with their behavior class.Additionally,

the node maintains a persistent anomaly log (CSV) that records start/end timestamps and

the active anomaly type.

To support experimental reproducibility, we set the Python pseudorandom seed at node

startup (random.seed(42)), which makes the anomaly schedule and durations repe-

atable.

Anomaly activation (random duration, internal state updates, label publication, and log-

ging) is detailed in Algorithm 5; the stop-and-go anomaly is formalized in Algorithm 6;

and the CSV logging procedure is described in Algorithm 7, all in Appendix A.

Overall, controlled activation, reproducible simulation, and systematic logging support

event traceability and provide a practical pipeline for generating labeled datasets used to

train and evaluate the anomaly-detection models studied in this thesis.

4.7 Preprocessing: Dataset Cleaning and Preparation

At acquisition time, the dataset comprised 15,798 samples recorded at 10 Hz (1,579.8 s,

≈ 26.3 min). To train the autoencoder exclusively on nominal behavior and to miti-

gate startup transients, we discarded an initial warm-up window of 748 samples (74.8 s;

≈ 4.7%), yielding 15,050 nominal samples (≈ 25.1 min). Data integrity was then verified

(absence of NaN/Inf values in the selected columns), and the sequence was ordered by

Timestamp.

This cropping stabilizes the entropy metrics and improves the representativeness of the

reference statistics used for thresholding (e.g., µ and σ). Moreover, it reduces the risk of

bias by excluding non-representative transient segments that could otherwise contaminate

the nominal subset.

4.8 Descriptive Stability of Entropy Metrics

To characterize the temporal regularity of entropy signals (Shannon, transition, and

KDE), we evaluated two complementary measures: the mean absolute change, capturing
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local smoothness via sample-to-sample absolute differences, and the standard deviation,

quantifying global dispersion around the mean:

Mean variability =
1

N − 1

N
∑

i=2

∣

∣Ei − Ei−1

∣

∣, σE =

√

√

√

√

1

N

N
∑

i=1

(

Ei − Ē
)

2

,

where Ei denotes the entropy value at time i.

These measures were computed on the complete post–warm-up dataset (no subsampling),

so the reported variability reflects the entire nominal sequence.

Table 4 summarizes the results. In terms of local smoothness, transition entropy shows

the smallest mean change between samples; at the global level, Shannon entropy exhibits

the lowest standard deviation. KDE is more sensitive to temporal fluctuations (higher va-

riability and dispersion), suggesting that, although less stable, it may reflect subtle regime

transitions.

Table 4: Stability measures for the entropy metrics.

Entropy metric Mean variability Standard deviation

Shannon 0.000714 1.77677× 10−1

Transition 0.000671 1.86974× 10−1

KDE 0.021522 1.04850

Figure 3 illustrates the evolution of the absolute sample-to-sample change. Flat seg-

ments indicate greater regularity; pronounced oscillations indicate episodes of local ins-

tability.

4.8.1 Stationarity Verification (ADF)

Before modeling, we verified stationarity using the Augmented Dickey–Fuller (ADF)

test, which tests for a unit root. The estimated model was:

∆yt = α + βt+ γyt−1 +

p
∑

i=1

δi ∆yt−i + εt, (7)

where ∆yt = yt − yt−1, p is the number of lags to control residual autocorrelation,

and (α, β) allow for an intercept and deterministic trend. The null hypothesis is non-

stationarity (γ = 0) versus the stationary alternative (γ < 0). Lag selection used an

information criterion (autolag–AIC), and decisions relied on tabulated critical values and

p-values [20, 30, 23].

Table 5 presents results for Shannon, transition, and KDE entropies. In all three cases,

the ADF statistic was more negative than the 1% and 5% critical values, with p-values far

below 0.05. Shannon and transition show stronger evidence (more negative statistics and













48

The decision is binarized with a statistically calibrated threshold on nominal validation,

threshold = µ + 3 σ,

where µ and σ are the mean and standard deviation of {et+1} on that set. This threshold

is stored and reused to evaluate new traces without requiring additional normal-data re-

calibration. Each instance is labeled as normal or anomalous depending on whether et+1

exceeds the threshold, producing an is anomaly column in the output file for subse-

quent analysis.

4.10.1 Autoencoder

The autoencoder was trained on the eight variables capturing system kinematics and

temporal regularity: linear speed, angular speed, linear acceleration, angular accelera-

tion, velocity magnitude, Shannon entropy, transition entropy, and KDE entropy. A

StandardScaler was fit exclusively on the training segment, and we used an 80/20

temporal split (no leakage), reserving the last 20% for validation.

Let xt ∈ R
8 be the normalized feature vector at time t. We employ an overcomplete au-

toencoder that performs a nonlinear feature expansion: the encoder implements fenc :

R
8 → R

10 and produces the latent embedding zt ∈ R
10, while the decoder imple-

ments fdec : R
10 → R

8 to reconstruct x̂t = fdec(zt). Rather than enforcing strict

dimensional compression, the objective is to learn a structured representation that is

convenient for downstream temporal modeling (LSTM) while preserving reconstructa-

bility. To discourage trivial identity mappings, we use dropout (p = 0.10) and rely on

validation-guided training (early stopping), weight decay, and validation-based calibra-

tion of reconstruction-error thresholds.

Figure 8 summarizes the overcomplete autoencoder architecture used in our pipeline. The

training objective minimizes the mean squared error (MSE) between each input vector and

its reconstruction, defined as:

LMSE =
1

N

N
∑

t=1

∥

∥xt − x̂t

∥

∥

2

2
, x̂t = fdec

(

fenc(xt)
)

, (8)

where N is the number of training samples, xt is the normalized input at time step t, and

x̂t is its reconstruction.

We used Adam with learning rate 10−3 and weight decay 10−5, batch size 256, and up

to 150 epochs. Learning-rate scheduling was performed with ReduceLROnPlateau

(factor 0.5, patience 8 epochs) on the validation MSE, and early stopping with a patience

of 20 epochs. In addition to MSE, the mean absolute error (MAE) was tracked per epoch.

Training curves are shown in Figures 9 (MSE loss) and 10 (MAE). A reconstruction th-

reshold for diagnostics was calibrated on the validation set from the empirical distribution
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4.10.2 LSTM

The LSTM model was trained on sequences of latent embeddings produced by the

autoencoder. The embedding time series is split into training and validation subsets while

preserving temporal order; in our workflow we use an 80–20 split (first 80% of the se-

quence for training and the remaining 20% for validation). When precomputed embed-

dings (embeddings {train,val}.npy) are available, the script loads these files di-

rectly; otherwise, it generates embeddings from normalized data via the autoencoder and

constructs the same 80–20 temporal partition. A StandardScaler is fit exclusively on

the training embeddings and then reused to transform the validation set, avoiding leakage.

Supervised instances use length T = 20 with the scheme

X = Zt−T+1:t = (zt−T+1, . . . , zt) ∈ R
T×10 −→ Y = zt+1 ∈ R

10,

i.e., from each window of 20 consecutive embeddings we predict the next embedding.

The architecture is a single-layer LSTM with H = 32 hidden units and a final linear

projection operating in residual form:

ẑt+1 = zt + ∆θ

(

Zt−T+1:t

)

,

where ∆θ is the correction estimated from the last hidden state.

Figure 11 summarizes the residual LSTM predictor; note that embeddings are standardi-

zed using a StandardScaler fitted on the training set and reused for validation.

Training optimizes the Smooth L1 (Huber) loss with Adam (η = 5×10−4, weight

decay 10−4), batch size = 128, up to 100 epochs. Hyperparameters were initialized

using commonly adopted defaults and subsequently tuned empirically using the trai-

ning/validation curves, prioritizing stable convergence and avoiding overfitting. We in-

cluded ReduceLROnPlateau (factor 0.5, patience 8), early stopping (patience 10),

and gradient clipping (norm 1.0). For each epoch we compute MSE and MAE on the trai-

ning loader (“Train MSE/MAE”) and on the validation loader (“Val MSE/MAE”), where

each metric is the average per-sample error over all sequences in the corresponding subset.

Artifacts include LSTM predictor weights (state dict and full module) and a serialized

inference version, the latent-space scaler, operational thresholds calibrated on validation

(error-distribution statistics, e.g., µ, σ, µ+3σ, p99, p99.7), training curves and epoch-

wise metrics, and configuration metadata (latent dimension, T , H , learning rate, batch

size, patience, weight decay, etc.). Figure 12 shows the MSE loss evolution.

Behaviorally, the predictor approximates the nominal one-step evolution law in latent

space,

ẑt+1 = Fθ

(

Zt−T+1:t

)

≈ zt+1,

capturing regular temporal patterns (trends and cross-component dependencies within the
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with ε > 0 to avoid division by zero. The composite score is defined as a weighted sum,

St = α zAE

t
+ β zLSTM

t
, α, β ≥ 0.

In this formulation, α + β = 1 is not required, since any global rescaling of St can

be absorbed into the offline threshold calibration. The score St is then compared to a

threshold th under a persistence rule K: an anomaly is declared only if St > th in at

least K of the last W samples. This rule damps spurious triggers and stabilizes online

decisions, aligning with change-detection practice and robust operational triggering [6,

33]. The hyperparameters (α, β, th, K) are calibrated offline with nominal data (and,

when available, synthetic injection scenarios), maximizing recall subject to an explicit

per-window FPR bound.

In summary, the AE provides a regularized, stable latent representation of the nominal

regime (not implying strict compression when overcomplete, but a lifting that attenuates

noise and spurious correlations while flagging deviations via reconstruction); the LSTM

captures fine temporal coherences (flagging deviations via prediction); and the assembly

with robust normalization and persistence K yields a decision score suitable for real-time

operation on ROS 2/DDS, complementing entropy metrics with a sequential mechanism

featuring low latency and explicit false-alarm control.

Figure 13 summarizes the end-to-end ADS flow on ROS 2/DDS and situates the pro-

posed AE–LSTM Combination module within the architecture.

4.10.4 AE–LSTM Flow Summary

Figure 14 summarizes the complete pipeline. First, raw features xt∈R
8 are normali-

zed using a StandardScaler: for each dimension, the training-set mean is subtracted

and the result is divided by the corresponding standard deviation, and the same affine

transformation is then applied to validation and online data. The AE encoder then pro-

jects these standardized features into an embedding zt∈R
10. For temporal prediction, zt

is re-scaled with a latent scaler and organized into windows of length T =20 that feed the

LSTM. The predictor operates in residual form,

̂̃zt+1 = z̃t + ∆θ

(
Z̃t−T+1:t

)
,

and its output enables an anomaly score defined as a latent-space residual. The decoder

branch (dashed) is optional in operation and used for reconstruction and diagnostics. This

flow integrates training, deployment, and threshold calibration (µ+3σ) within a stable

latent representation, contributing to low detection latency and sensitivity to subtle devia-

tions, while emphasizing the importance of temporal alignment and drift monitoring.
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Denoting the resulting standardized series by ẽAE,t and ẽLSTM,t, we combine them into

the score

St = α ẽAE,t + β ẽLSTM,t, α, β ≥ 0. (11)

In this formulation, α + β = 1 is not required, since any global rescaling of St can be

absorbed into the offline threshold calibration.

The decision is obtained by thresholding St and applying a persistence rule: K conse-

cutive exceedances are required to declare an alarm, analogous to run rules in statistical

process control to mitigate false alarms [54].

Threshold selection is posed as an operating-point problem under an ROC criterion, pri-

oritizing high sensitivity with an explicit bound on the false positive rate, in line with

classical ROC literature and Type I error control [24]. Given the temporal nature of ano-

malies, we complement window-level metrics with range-/event-level metrics [77] for a

more faithful report.

4.11.2 Sequential Offline Calibration Procedure

Calibration proceeds in two decoupled stages:

Stage 1 (error collection). We run inference on the evaluation set without making

decisions, solely to log, per temporal window, the latent prediction error (eLSTM) and

the autoencoder reconstruction error (eAE). These values are stored along with times-

tamps and, when available, labels. Any operational parameters appearing in the script

(α, β,K, th) do not intervene in computing eLSTM or eAE, so the output is a neutral input

for calibration.

Stage 2 (operating-point search). From the error logs, we apply robust standardization

(Eqs. (9)–(10)) and construct the score St(α, β) (Eq. (11)). For each pair (α, β) in a finite

grid and for each candidate persistence value K, we sweep thresholds th defined by score

percentiles. When labels exist, the threshold is chosen to maximize sensitivity under a

pre-specified FPR bound; ties are broken by F1. If no threshold satisfies the bound, we

select the one with the minimum FPR, with ties broken by sensitivity.

The process yields a result table summarizing, for each (α, β,K), the selected threshold

and associated metrics, together with the normalization statistics used. With the resulting

quartet (α∗, β∗, K∗, t∗h) we rerun the offline inference to produce the consolidated report.

4.11.3 Description of Offline Inference

This module implements inference and evaluation without online decision-making on

a labeled dataset. Its goal is to generate, per temporal window, the necessary error signals

and the combined score for the subsequent calibration stage. We assume the availability

of autoencoder artifacts (feature scaler, serialized encoder, and for reconstruction error

the full model or its state) and of the LSTM (latent-space scaler and serialized predictor),
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as well as the temporal window size and latent dimension.

The flow is as follows. First, we load and clean the relevant variables from the evaluation

set; features are standardized with the autoencoder’s StandardScaler and projected

with the encoder to obtain the latent sequence {zt}. Then embeddings are standardized

with the LSTM scaler and organized into fixed-length windows to predict zt+1. The pre-

diction error is computed as the Euclidean norm between the true value and the LSTM

estimate; in parallel, the autoencoder reconstruction error (instance-wise RMSE) is com-

puted and temporally aligned with the windows. Both errors are robustly standardized

(Eqs. (9)–(10)) and combined into St as in Eq. (11). From St, we perform a percen-

tile threshold sweep to compute window-level metrics when labels are present. Finally,

persistent outputs include the time series of errors and scores (with timestamps and, if

available, labels), the threshold-sweep summary with metrics, supporting plots (histo-

grams and time series), and configuration metadata. Operational pseudocode is provided

in Algorithm 10 in Appendix A.

4.11.4 Calibration of Weights, Persistence, and Threshold

This module performs offline calibration of the detector’s operating hyperparameters

using the error logs produced in the previous stage. As input, it uses the per-window error

series and, when available, binary reference labels. Both errors are robustly standardized

(Eqs. (9)–(10)) and combined into the score (Eq. (11)). For a finite grid of (α, β) pairs and

persistence values K, we sweep thresholds defined by percentiles of St and emulate the

persistence logic: an alarm is declared when K consecutive exceedances are observed.

If labels exist, the threshold for each (α, β,K) is chosen to maximize sensitivity under a

pre-specified FPR bound; ties are broken by F1. If no configuration satisfies the bound,

we choose the threshold with minimum FPR and, in case of ties, the one with higher

sensitivity. Operational pseudocode is given in Algorithm 12 in Appendix A.
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Input

Evaluation dataset with timestamps, labels, and
model predictions

Stage 1 – Error collection

– Run offline inference on the evaluation set.
– Log per-window AE reconstruction error eAE

t

and LSTM prediction error eLSTM
t

.
– Store errors with timestamps and (when avail-
able) labels.

Stage 2 – Score construction

– Robustly standardize errors (median/MAD).
– Build combined score St(α, β).

Stage 2 – Operating-point search

– Sweep a grid of (α, β,K).
– For each (α, β,K), scan thresholds th (per-
centiles).
– Select th under an FPR bound; break ties by
F1 (or Recall).

Output

Selected operating point (α∗, β∗,K∗, t∗
h
) and

consolidated offline report (metrics, curves, nor-
malization stats).

Figure 15: High-level overview of the two-stage offline calibration procedure: Stage 1

logs raw AE/LSTM errors on the evaluation set; Stage 2 applies robust standardization,

combines them into the score St(α, β), and sweeps thresholds and persistence K under

an FPR constraint.



5 EVALUATION

This chapter presents the objectives and the experimental setup of the offline evaluation in

the simulated ROS 2-based mobile robot navigation scenario used in this work, including

normal operation and injected anomalous episodes, the window-level and event-level re-

sults, and their discussion. We analyze temporal properties, stationarity, operating-point

selection, and deployment considerations.

5.1 Objectives and Experimental Setup

The purpose of this evaluation is to quantify three measurable aspects: (i) the tempo-

ral stability of the entropy metrics under nominal conditions (robustness of the entropy

inputs); (ii) the detection sensitivity of the Autoencoder–LSTM scheme under an explicit

operating constraint (offline-calibrated to satisfy a bounded per-window FPR); and (iii)

event-level responsiveness, quantified by detection latency and event hit rate.

The experimental setup follows the Methodology (§4.8–§4.11.4): data were simulated in

ROS 2 Humble with Fast DDS; acquired at 10 Hz and resampled to 20 Hz for analysis;

and organized into temporal windows of length T=20. Binary decisions are produced

by robust median/MAD normalization [68] of the AE and LSTM error signals, followed

by score combination and thresholding with a persistence rule requiring K consecutive

exceedances. The operating point was calibrated offline to maximize recall subject to an

explicit bound on FPR (ties resolved by F1), and was kept fixed during the test runs.

Reporting includes window-level metrics (precision, recall, F1, FPR), in line with ROC

practices [24], and event-level metrics (detection latency, coverage, and event hit rate)

consistent with the temporal nature of anomalies [77].

5.1.1 Evaluation Metrics

Evaluation is conducted on the decision series generated by the combined score and

the persistence rule, applied to the test data in temporal order. Let yt ∈ {0, 1} be the

ground-truth window label and ŷt ∈ {0, 1} the detector’s decision after thresholding St

and applying persistence K.
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From the confusion matrix (true positives, false positives, true negatives, and false ne-

gatives) we report standard window-level metrics: precision P = TP/(TP + FP), recall

R = TP/(TP+FN), and F1 = 2PR/(P+R). To explicitly control spurious triggers un-

der nominal regime, we report the false positive rate FPR = FP/(FP +TN) (equivalent

to 1−specificity). As context we report prevalence π = (TP + FN)/N , where N is the

total number of windows. All metrics are computed after applying persistence K, since

this mechanism is part of the effective decision logic and reduces isolated activations at

the potential cost of delaying the signal.

Because anomalies typically manifest as temporal ranges, we complement with event-

level metrics. For each true anomalous interval [t
(i)
a , t

(i)
b
], detection latency is defined as

min{t ≥ t
(i)
a : ŷt = 1} − t

(i)
a ; we also quantify coverage as the fraction of windows in

the interval with ŷt = 1, and the event hit rate, which declares an event detected if at

least one activation occurs within the interval. This range-based set yields a more faithful

picture for time series, where both timeliness and extent of detection matter. These event

metrics are obtained via a post-processing tool that takes the offline inference log (errors

and scores) and produces a per-event table with latency, coverage, and hit indicator; a

summary with means/medians of these quantities alongside window-level metrics; and

the window-level confusion matrix and derivatives. Operational details are provided in

Algorithm 11 in Appendix A.

The binary decision is generated using the same logic as in deployment. If the file inclu-

des a precomputed decision column (alert best f1) and its use is enabled, we adopt

it directly; otherwise, we threshold the combined score with a fixed threshold th. On

top of this raw decision we apply a persistence rule of length K (incrementing a counter

on positive decisions and resetting on negatives), emitting an activation when the counter

reaches K. This emulation preserves the temporal dynamics of the online stage and redu-

ces isolated triggers.

The operating point used for reporting is fixed according to the calibration criterion:

among candidates, we choose the one that maximizes sensitivity subject to a pre-specified

FPR bound; if no threshold satisfies the bound, we select the minimum-FPR threshold

with ties broken by sensitivity. This scheme is equivalent to choosing a point on the ROC

curve under an explicit Type I error constraint, while F1 summarizes the precision–recall

trade-off at the chosen point. All metrics are reported accounting for the temporal shift

induced by the recurrent model’s window length, so that each decision ŷt is compared to

its corresponding label.
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5.2 Results

5.2.1 Offline Validation and Operating Point Selection

Using the inference flow from §4.11.3, we first ran the AE–LSTM pipeline on the va-

lidation subset (held out from training) to generate the error logs used for calibration. On

this validation split, the grid-based procedure from §4.11.4 was applied, sweeping over

weights (α, β), persistence K, and thresholds th (via percentiles) to maximize recall un-

der the restriction FPR ≤ 0.10 (ties broken by F1 and then FPR). The selected operating

point on validation is summarized in Table 6.

Table 6: Selected operating point in offline calibration.

Parameter α∗ β∗ K∗ t∗
h

Prevalence π Window T

Value 1.1 1.4 3 15.4413 0.098 20

For context, Table 7 shows the best triplet (α, β, th) for each K satisfying FPR ≤

0.10. K=3 matches the maximum recall (0.999) and, within that maximum, provides the

best F1 with slightly lower FPR than K=2; K=4 reduces FPR further at the cost of a

small recall drop.

Table 7: Best combination by persistence K under FPR ≤ 0.10 (offline).

K α β th Precision Recall F1 FPR

1 0.500 2.000 25.385444 0.491 0.880 0.630 0.099

2 0.500 2.000 19.219507 0.526 0.999 0.689 0.098

3† 1.100 1.400 15.441346 0.529 0.999 0.692 0.097

4 1.100 1.400 15.441346 0.537 0.993 0.697 0.093

5 1.500 1.000 12.477342 0.519 0.992 0.682 0.100

6 1.500 0.800 10.423824 0.522 0.992 0.684 0.099

† Reported point (Table 6). Criterion: maximize recall under FPR ≤ 0.10; tie-breaking by F1 then FPR.

To visualize the joint effect of (α, β) and persistence K under the restriction FPR ≤

0.10, Fig. 16 shows heatmaps of F1. With K=1 performance degrades except in regions

with high β; moving to K=2 reveals a broad plateau of high F1; K=3 maintains maxi-

mum recall and yields the best F1 within the bound; and K=4 reduces FPR at the cost of

a small drop in recall. The cross marks the selected point (α∗, β∗)=(1.1, 1.4).

5.2.2 Event-Level Results

Event-level evaluation shows complete detection of anomalous episodes (event hit

rate = 1.000). Detection latency is consistently below one analysis window, with triggers

occurring close to the annotated onset of each anomalous interval once the persistence

rule (K consecutive exceedances) is satisfied. Coverage remains high across episodes,
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decrease. In deployment, alarm stability can be reinforced by adding hysteresis or de-

bounce to the output, defining regime-specific thresholds (e.g., depending on speed/turn

rate or entropy level), and monitoring nominal drift to anticipate recalibrations.

5.3.2 Limitations and Validity

Results are based on traces with a finite set of regimes and prevalence; scenarios with

sustained operational changes or different environmental conditions may require retuning

th and K or adopting contextual thresholds. The offline evaluation reproduces the de-

cision logic but does not capture system load effects and real-time latencies; measuring

computational budget per window and inference latency on target hardware is a natural

extension.

Still, the mean activation latency per event (∼13.5ms, assuming 20Hz and unit stride)

is consistent with a pipeline capable of operating at 20Hz without perceptible penalty.

These values align with the quantitative evidence in Table 8, which synthesizes full event

detection, sub-window latencies, and high coverage.

5.3.3 Implications for Computational Modeling

This study contributes to computational modeling by providing a reproducible and

frugal pipeline for online anomaly detection:

• A hybrid representation combining lightweight entropy metrics (Shannon, transiti-

ons, KDE) with a latent space learned by autoencoder, and

• temporal modeling with LSTM trained solely on nominal data and calibrated offline

under explicit FPR and latency constraints.

Prior stationarity verification (ADF) and robust normalization (median/MAD) support

stable thresholds; the persistence rule K formalizes the sensitivity–false alarm trade-off.

Running with default ROS 2 Humble/Fast DDS in Docker/Gazebo establishes a replicable

baseline that isolates the model effect from middleware factors. Altogether, the approach

illustrates sound model-engineering practices: clear separation between representation le-

arning and dynamics, traceable operating criteria (threshold + persistence), and reporting

at both window and event levels, transferable to other time series domains.

5.3.4 Anomalies and Data Injection

The anomaly detection developed in this thesis operates as an effective mechanism

for identifying attempts of data injection in ROS 2/DDS systems. This attack vector

manifests as alterations in critical topics (e.g., /cmd vel, /odom), either through bias

or saturation of values, manipulation of publication cadence (jitter, bursts, silences), or

replay/impersonation of messages out of context. Such perturbations impact the statisti-

cal regularity of inter-arrival intervals and the consistency between commands and robot
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state.

The entropy metrics employed (Shannon, transitions, KDE) are sensitive to changes in

distributional shape and temporal variability, thus revealing irregular patterns emerging

under injection. Complementarily, the autoencoder and LSTM profile nominal dynamics

and expose deviations through significant increases in reconstruction and prediction er-

rors. The robust combination of both scores, normalized via median/MAD and subjected

to a persistence rule K, discriminates between normal fluctuations and persistent anoma-

lies associated with an attack.

Consequently, even without inspecting network traffic directly, the system infers the pre-

sence of data injection from its footprint in onboard telemetry. This approach strengthens

ROS 2 operational security by detecting attacks that degrade cadence, coherence, or signal

level, with low latency and explicit false positive control (see Fig. 18).

Attacker

(Data injection)

ROS 2 Telemetry

(/cmd vel, /odom, /scan)

Entropy calculation

(Shannon, transitions, KDE)

Manipulated data/rate

∆t and values

Autoencoder–LSTM

Reconstruction and Prediction

Robust combination

(Median/MAD + Persistence K)

ADS Alert

(/ads/alert, log, GUI)

AE/LSTM errors

Anomaly

Latent embeddings

Rate/values

Figure 18: Two-column vertical diagram: the attacker alters data or rate; telemetry affects

entropy values; the Autoencoder–LSTM scheme raises the robust score with persistence

K and issues the ADS alert.
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5.3.5 Executive Summary

Table 9: Executive summary of the offline evaluation.

Aspect Summary

Evaluation objective Autoencoder–LSTM scheme with robust scaling

(median/MAD), fixed threshold and temporal persistence K;

metrics reported at both window and event level.

Operational configuration

(selected)

(α∗, β∗, K∗, t∗
h
) = (1.1, 1.4, 3, 15.4413); prevalence

π ≈ 0.098; window length T = 20 (Tab. 6).

Window-level metrics Recall = 0.999, FPR = 0.097, precision = 0.529, F1 = 0.692

(Tab. 7).

Event-level metrics Event hit rate = 1.000; median latency = 0 windows and

mean = 0.27 windows (≈ 13.5ms at 20Hz); mean coverage

= 0.908 and median = 1.000.

Signal stability Stable entropies under nominal operation; ADF rejects unit

root for Shannon, transitions, and KDE (Tabs. 4 and 5).

Alternative if FP is critical K=4 reduces FPR to 0.093 with recall = 0.993 and

F1 = 0.697 (Tab. 7).

Deployment

recommendations

Add hysteresis/debounce, regime-specific thresholds (e.g., by

speed/turn or entropy level), and monitoring of nominal drift.

Default ROS 2/Fast DDS setup; suitable for 20Hz.



6 CONSIDERATIONS AND FUTURE WORK

We synthesize conclusions and contributions to computational modeling, acknowledge

limitations, and propose future work directions oriented toward online deployment, hard-

ware validation, and dynamic adaptation.

The empirical scope of this thesis is limited to a controlled and reproducible scenario:

simulation in Gazebo with a TurtleBot3, execution of all nodes inside Docker containers,

and an exclusive focus on internal telemetry (without instrumenting RTPS/UDP traffic).

This configuration reduces confounding variables from the middleware and environment,

and enhances traceability of results and artifacts (datasets, seeds, models) for independent

replication.

Regarding signal design, entropy metrics were computed online over sliding windows

of fixed size W=100 samples, with per-sample update (new value in, oldest value out) and

calculation of Shannon, transition, and KDE entropies. This choice balances sensitivity to

regime changes with stability of the estimate, ensuring that the analysis reflects the most

recent regime without dragging past transients.

From the modeling perspective, a deviation-based architecture was adopted, trained

solely on nominal data: an autoencoder (AE) that learns a stable latent representation, and

an LSTM that forecasts its dynamics one step ahead. This combination was chosen for its

complementarity (reconstruction in the observation space and temporal coherence in the

latent space) and its suitability for multivariate telemetry in robotic systems.

Offline calibration of the operating point was carried out in the error space (prediction

and reconstruction), with robust standardization (median/MAD) and a persistence rule K.

Grid search yielded the quartet (α∗, β∗, K∗, t∗
h
) = (1.1, 1.4, 3, 15.4413), with prevalence

π≈0.098 and T=20, maximizing sensitivity under the constraint FPR ≤ 0.10. Results

show near-unit recall (TPR = 0.999) with a single omission, FPR ≈ 0.097, and explicit

reporting of precision and F1 to avoid imbalance bias. At the event level, evaluation

achieved event hit rate = 1.000 and average latency ∼ 0.27 windows (∼ 13.5 ms at

20 Hz), confirming the adequacy of the scheme for online monitoring.

Operationally, the choice of K=3 prioritizes sensitivity while keeping FPR bounded;

if the cost of false alarms were critical, K=4 offers a slightly lower FPR at the expense
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of a small recall reduction. This trade-off was quantified in the persistence sweep.

Finally, the assumptions and limits of external validity should be made explicit. The

offline evaluation reproduces the decision logic (fixed threshold + persistence) but does

not capture real-time load effects or variations induced by the DDS stack, specific QoS

profiles, or DDS Security. Migration to target hardware will require measuring compute

budget and inference latency per window, and, under sustained regime changes, antici-

pating recalibrations (e.g., hysteresis/debounce, contextual thresholds, or adjustment of

K). These considerations do not invalidate the results (solidly supported by window- and

event-level metrics) but delimit their extrapolation beyond the controlled environment

used here.

6.1 Contributions to Computational Modeling

From an empirical standpoint, the experiments carried out on a ROS 2 Humble / Fast

DDS setup indicate that the calibrated Autoencoder–LSTM pipeline attains high sensiti-

vity under a bounded false–positive rate and low event-level activation latency at 20 Hz.

These results support the feasibility of the proposal for online monitoring of robotic tele-

metry under realistic middleware configurations.

Beyond these performance figures, the main contribution of this work is an operational

computational model of anomaly detection in robotic and cyber–physical systems formu-

lated as deviation from a learned nominal regime. Instead of enumerating attack signa-

tures, the model learns regular system dynamics and interprets anomalies as departures

from nominal behavior, quantified through a combination of autoencoder reconstruction

error and one–step prediction error in latent space. This yields a parsimonious represen-

tation centered on normal dynamics and supports deployment in settings where labeled

attacks are limited or unavailable.

Second, the proposed architecture is deliberately composable. Sliding–window entropy

descriptors, an overcomplete regularized autoencoder, and an LSTM predictor are inte-

grated into a single pipeline that balances interpretability and expressive power. Entropy

metrics and reconstruction errors provide transparent views of signal regularity, while the

latent LSTM captures subtler temporal dependencies. The pipeline is designed to be reu-

sable across robotic platforms by reconfiguring the feature mapping and recalibrating the

operating point for the target telemetry.

Third, calibration and decision making are modeled as a sequential process with explicit

control of statistical behavior. Robust standardization based on the median and MAD, a

weighted combination of error terms, and persistence–based alert rules are combined to

tune the operating point under an explicit constraint on the false–positive rate at both the

window and event level. In this way, the detector is not only a predictive model, but a

fully specified decision mechanism whose operating characteristics can be analyzed and
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adjusted according to operational requirements.

A further contribution is the explicit treatment of the experimental infrastructure as part

of the model. The use of ROS 2 Humble with Fast DDS defaults, Gazebo simulations,

and containerized execution (Docker) is documented and integrated into the evaluation

pipeline, reducing middleware–related confounding factors and enabling reproducible ex-

periments. This facilitates replication, extension, and porting of the methodology to other

platforms and network conditions.

Finally, the framework is connected to broader themes in computational modeling, such

as model governance and adaptivity under context change. The work outlines natural ex-

tensions toward drift management through continuous recalibration, explicit uncertainty

quantification, and sim2real validation under dataset shift. Together, these elements de-

fine a reusable modeling pattern for anomaly detection in robotics and, more generally,

in cyber–physical systems with multivariate time series, where real–time operation and

reliability constraints are central.

6.2 Future Work

The next natural step is to transfer the pipeline from simulated setups to real robotic

systems via hardware-in-the-loop and on-robot experiments, quantifying end-to-end la-

tency, jitter, and per-window compute budget under varying loads and ROS 2 topologies.

This step will contrast the “temporal floor” observed in simulation with that of the phy-

sical platform and verify sustained operation at 20 Hz without degrading sensitivity, con-

sidering the factors that affect latency and temporal variability in ROS 2/DDS [50, 38].

In parallel, a factorial sensitivity study of QoS profiles and DDS Security is pertinent:

varying Reliability, History/Depth, Deadline/Liveliness, message size/fragmentation, and

enabling DDS Security to measure their impact on latency, FPR, and event-level detec-

tion latency [22, 36, 50], including robustness tests under misconfigured secure pub/sub

[84, 18].

Methodologically, ablation and robustness studies should explore the effects of window

size (W ), effective sampling frequency, variable selection (kinematic vs. sensor-based),

AE latent dimension, and LSTM sequence length (T ). To stabilize decisions under noise

or near-threshold oscillations, hysteresis or debounce could be added to the output, along

with Shewhart/EWMA-type rules applied to the score [56]. In continuous operation,

adaptive thresholds (heuristic or RL-based) and drift/change detectors will be essential

to adjust th and/or K when nominal drift is observed, keeping FPR bounded; adaptive

windows and streaming statistics maintenance [34, 85, 11, 17], together with range-based

anomaly metrics [77], will be useful.

Finally, coverage should be broadened and shareable resources produced: incorporating

functional faults (slippage, actuator saturation), sensor degradations (noise, LiDAR occlu-
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sions), injection attacks on /cmd vel, bursts and packet loss, while publishing artifacts

(scripts, models, replays) and a labeled dataset with event-level metrics. This practice

supports reproducibility and auditable evaluation, consistent with evaluation best prac-

tices in related domains [33]. Together, these directions consolidate the transfer of the

approach to operational environments and real robotic systems, strengthen its external va-

lidity, and deepen its contributions to the computational modeling of robotic systems.

As an immediate next step, we will continue with online validation of the detector and

implement real-time inference on ROS 2 (Humble) in Gazebo simulation and, progres-

sively, on a real ROS 2-based mobile robot. Specifically, the pipeline (scaling → AE

encoder → LSTM predictor → threshold + persistence) will be integrated as a ROS 2

node that consumes live telemetry and publishes alerts to a dedicated topic, maintaining

a 20 Hz target cadence. This stage will include instrumentation of end-to-end latency,

jitter, and CPU/GPU usage, incorporation of hysteresis/debounce for signal stabilization,

and testing under load and QoS variations. The goal is to close the sim2real loop, from

a controlled Gazebo environment to deployment on a real robot and/or robotic system in

operational scenarios, while preserving traceability of results.
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Appendices



A ALGORITHMS

Algorithm 1: Sliding-window update and entropy computation in

DataCollectorNode

Input: Window size W = 100; interval buffer B (empty); new timestamp tk;

previous timestamp tk−1

Output: Entropies {HShannon, HTrans, HKDE} computed on B

// 1) Compute the new time interval

1 ∆t← tk − tk−1;

// 2) Update the sliding window

2 Append ∆t to B;

3 if |B| > W then

4 Remove the oldest element from B;

// 3) Shannon entropy (discrete, via histogram on B,

base 2)

5 Build a histogram of B with suitable bins;

6 Obtain probabilities {pi} and compute HShannon = −
∑

i pi log2(pi + ε) with

ε = 10−9;

// 4) Transition entropy (first order, on discretized

states)

7 Discretize B into states {sj};

8 Estimate the transition matrix P (sj → sj′);

9 Compute HTrans = −
∑

j

∑
j′ Pjj′ log2(Pjj′ + ε);

// 5) KDE-based (differential) entropy

10 Estimate the density f(x) on B via KDE;

11 Approximate HKDE = −
∫
f(x) log f(x) dx; convert to bits by dividing por ln 2;

12 return {HShannon, HTrans, HKDE};
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Algorithm 2: Shannon entropy computation

Input: Discrete sequence V = {v1, . . . , vn}

Output: Shannon entropy H (bits)

1 if |V | < 2 then

2 return 0.0; /* Insufficient variation */

// 1) Frequency counts

3 Build a frequency dictionary freq where freq[x] is the count of x in V ;

// 2) Empirical probabilities

4 total← |V |;

5 Construct P =
{

freq[x]
total

∣

∣

∣
x ∈ freq

}

;

// 3) Numerically stable entropy (base 2)

6 ε← 10−9;

7 H ← −
∑

p∈P p · log2(p+ ε);

8 return H;

Algorithm 3: Transition entropy via first differences (proxy)

Input: Sequence V = {v1, v2, . . . , vn}

Output: Proxy Hcond (bits)

1 if |V | < 2 then

2 return 0.0; /* Not enough data */

// 1) Consecutive differences

3 ∆V ← {vi+1 − vi | i = 1, . . . , n− 1};

// 2) Shannon entropy of differences (base 2)

4 Hcond ← ShannonEntropy(∆V );

5 return Hcond;
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Algorithm 4: KDE differential entropy on a sliding window (plug-in, LOO)

Input: Sequence V ; window size W ; bandwidth h (or Scott/Silverman); base =

bits

Output: HKDE on the last window

1 if |V | < 2 then

2 return 0.0 ; /* Insufficient data */

3 1) Window m← min(W, |V |); X ∈ R
m×1 last m values.;

4 2) KDE Fit Gaussian KDE f̂h on X .;

5 3) LOO log-density For each xi: ℓi ← log f̂−i(xi) (fallback log f̂(xi));

6 4) Entropy hnats ← −
1

m

∑
m

i=1
ℓi; HKDE ← hnats/ ln 2 (bits);

7 return HKDE;

Algorithm 5: Anomaly activation with random duration and logging

Input: Current anomaly mode mode ∈ {detection, training, attack};

anomaly type

Output: Anomaly activated, logged, and simulation started

// 1) Set duration according to mode

1 if mode = detection then

2 duration← 3.0 + U(0, 2.0)

3 else if mode = training then

4 duration← 5.0 + U(0, 5.0)

5 else if mode = attack then

6 duration← 15.0 + U(0, 15.0)

7 else

8 duration← 5.0 ; /* Default */

// 2) Update state & timing

9 anomaly active← true; anomaly end time

← now()+ duration; anomaly elapsed time + = duration;

attack type current← type;

// 3) Publish and log

10 Publish attack type; build label = anomaly +type; publish motion label;

log (type,duration);

// 4) Invoke simulation

11 Call routine for type with duration;
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Algorithm 6: Simulation of the stop-and-go anomaly

Input: Total duration T

Output: Sequence of Twist with intermittent stops/forward motions

1 tend ← now() + T ;

2 while now() < tend and rclpy.ok() do

// Choose state

3 if U(0, 1) < 0.5 then

4 v ← 0.0;;

5 w ← 0.0; /* Full stop */

6 else

7 v ← 0.4;;

8 w ∼ U(−0.2, 0.2); /* Forward with oscillation */

// Publish

9 Publish Twist with linear.x = v, angular.z = w; label

anomaly stop and go;

// Wait

10 Sleep τ ∈ {0.3, 0.5, 1.0} s (random);

Algorithm 7: Logging anomalies to a CSV file

Input: Anomaly type, duration

Output: Entry appended to a CSV log

1 tstart ← current time; tend ← tstart + duration;

2 start str← format tstart as YYYY-MM-DD HH:MM:SS; end str←

format tend likewise;

3 Open CSV in append mode;;

4 Write row: session id, tstart, start str, type, tend, end str, anomaly mode;;

5 Close CSV;
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Algorithm 8: Training and export of the overcomplete autoencoder (8→10)

Input: CSV with nominal data (8 features); list FEATURES; 80/20 temporal

split; StandardScaler (fit on train only);

AE MLP: encoder 8→128→64→10 (ReLU, optional dropout), symmetric

decoder;

Adam (η=10−3, wd=10−5); ReduceLROnPlateau (factor 0.5, patience 8);

early stopping (patience 20); max 150 epochs;

Kσ=3 for τ=µ+Kσσ.

Output: Trained AE; serialized encoder; scaler; curves/CSV (MSE/MAE per

epoch); threshold τ (valid);

latent embeddings (train/val/all) preserving temporal order.

1 Load & clean: read CSV; verify FEATURES; drop ±∞/NaN; align

Timestamp if exists.;

2 Temporal split: 80%/20% preserving order.;

3 Scaling: fit scaler on train; transform train/valid; save scaler.;

4 Training: init AE; Adam; scheduler; train ≤ 150 epochs with early stopping;

save best.;

5 Threshold (valid): reconstruct valid; get per-row MSE; µ, σ; τ = µ+Kσσ; save

JSON.;

6 Export: save AE/encoder; export graphs/metrics.;

7 Embeddings: encode train/valid/all; save .npy/.csv (with Timestamp).;

Algorithm 9: Training the LSTM predictor (residual, one step ahead)

Input: zt ∈ R
D (train/val); seq length T ; hyperparams (H, η,B,E, pat, clip, λ)

Output: Fθ; latent scaler; error thresholds (valid)

1 Load & split: load Ztrain, Zval (temporal order);

2 Scaling: fit StandardScaler on Ztrain only; transform Zval;

3 Sequences: Xt = (zt−T+1, . . . , zt), target Yt = zt+1;

4 Model: 1-layer LSTM with H units + linear head; residual ẑt+1 = zt +∆θ(Xt);

5 Training: SmoothL1 + Adam (η, λ); ReduceLROnPlateau; early stopping

(pat); grad clipping (norm ≤ clip); track MSE/MAE;

6 Selection: keep lowest valid MSE;

7 Thresholds: on valid, e = ∥zt+1 − ẑt+1∥2; derive µ, σ, µ+3σ, p99, p99.7;

8 Outputs: export predictor (incl. serialized), scaler, curves, metrics, metadata;
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Algorithm 10: Offline inference and evaluation (operational overview)

Input:

Evaluation CSV with raw features and optional Anomaly labels.

Artifacts: scaler.pkl, encoder.pth, autoencoder full.pth or

autoencoder state.pth, scaler lstm.pkl, lstm predictor ts.pt,

lstm pred threshold.json (contains seq len, latent dim, optional α, β,K).

Output: errors timeseries.csv, threshold sweep.csv, hist error.png,

timeseries error.png, summary.json.

1 1. Load and validate

2 Read CSV→ df ; verify required feature columns; drop rows with NaN/Inf in features.

3 If Timestamp exists, sort by Timestamp and keep alignment.

4 2. AE embeddings

5 Load scaler.pkl and transform raw features→ X .

6 Load encoder.pth; compute embeddings zt ∈ R
D (preserving order).

7 3. LSTM prediction & error

8 Load scaler lstm.pkl; transform zt → z̃t.

9 Read seq len = T and latent dim = D from lstm pred threshold.json.

10 {Xk,Yk} ← FormSequences(z̃1:N , T ), with Xk = (z̃k−T+1, . . . , z̃k) and Yk = z̃k+1.

11 Load lstm predictor ts.pt; infer residual ∆̂k and set ẑk+1 = zk + ∆̂k (residual update).

12 Compute eLSTM
t = ∥ẑt − zt∥2 for t = T + 1, . . . , N .

13 4. AE reconstruction error

14 If autoencoder full.pth (or state) available, load AE; reconstruct x̂t from zt or directly

from xt (depending on the architecture).

15 Compute eAE
t = RMSE(xt, x̂t) and align with t = T + 1, . . . , N .

16 If AE not available, set eAE
t ← ∅ and use only LSTM error.

17 5. Robust standardization & combined score

18 From lstm pred threshold.json read optional weights (α, β) (default α=1, β=1) and

persistence K (default K=1).

19 ẽLSTM
t ← RobustStandardize(eLSTM

t );

20 If eAE
t ̸= ∅: ẽAE

t ← RobustStandardize(eAE
t ).

21 Define St = α ẽLSTM
t + β ẽAE

t (or St = ẽLSTM
t if AE not available).

22 6. Threshold sweep and persistence

23 Build grid Θ← PercentileGrid(St, {80, 85, . . . , 99.9}) (adjustable).

24 For each θ ∈ Θ: raw decisions bt = ⊮{St > θ};

25 Apply persistence: y
(θ)
t ← ApplyPersistence(bt,K).

26 If Anomaly exists in df : compute metrics per θ (precision, recall, F1; AUROC si aplica).

27 Select θ⋆ por mejor F1 (o FPR objetivo) y guardar.

28 7. Outputs

29 Write errors timeseries.csv: Timestamp (if any), eLSTM
t , eAE

t (if any), St, y
(θ⋆)
t .

30 Write threshold sweep.csv: θ, metrics, prevalences.

31 Save hist error.png (hist of St) and timeseries error.png (time series with θ⋆).

32 Write summary.json: θ⋆, K, (α, β), seq len, latent dim, event/alert counts, global

metrics.
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Algorithm 10: Offline inference and evaluation (continued)

33 Auxiliary functions

34 Func FormSequences(z1:N , T)
35 X ← [ ], Y ← [ ]
36 for k = T to N − 1 do

37 Append (zk−T+1:k) to X ; Append (zk+1) to Y
38 end

39 return (X ,Y)

40 Func RMSE(x, x̂)

41 return

√

1

d

∑

d

i=1
(xi − x̂i)2

42 Func RobustStandardize(e1:M)

43 m← median(e); mad← median(|e−m|) + 10−12

44 return (e−m)/mad

45 Func PercentileGrid(v, P)
46 return {percentile(v, p) : p ∈ P}
47 Func ApplyPersistence(b1:M ,K)

48 if K ≤ 1 then

49 return b
50 end

51 out← 0, run← 0
52 for i = 1 to M do

53 if bi = 1 then

54 run← run+ 1; outi ← ⊮{run ≥ K}
55 else

56 run← 0; outi ← 0
57 end

58

59 end

60 return out
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Algorithm 11: Computation of event-level metrics from

errors timeseries.csv

Input:

File errors timeseries.csv with columns:

▷ Anomaly (binary, required)

▷ alert best f1 or score (one required)

▷ Timestamp (optional)

Parameters: USE ALERT FROM CSV (bool), THRESHOLD (real), K PERSIST (integer)

Output:
metricas eventos/event level metrics.csv: per-event metrics

metricas eventos/event summary.json: event-level aggregates

1 1. Load and validate

2 Load the CSV into a DataFrame df . Verify that Anomaly exists and that either

alert best f1 or score is present.

3 2. Raw decision (0/1)

4 if USE ALERT FROM CSV is True and alert best f1 exists then

5 raw dec← alert best f1

6 decision source← ”alert best f1”

7 end

8 else

9 Require score.

10 raw dec← ⊮{score > THRESHOLD}
11 decision source← ”score ¿ THRESHOLD”

12 end

13 3. Persistence

14 yhat← ApplyPersistence(raw dec,K PERSIST) // emulates online logic

15 4. True events (labels)

16 y true← df [Anomaly]
17 true events← ContiguousRuns(y true, 1) // list of (start, end)

pairs

18 5. Timestamps (optional)

19 if Timestamp ∈ columns of df then

20 (ts dt,valid frac,step s)← ParseTSLoose(df [Timestamp])
21 end

22 else

23 ts dt← ∅

24 end

25 6. Per-event metrics

26 rows← [ ], event id← 0
27 foreach (a, b) ∈ true events do

28 len← b−a+1
29 seg dec← yhat[a:b]
30 hit←

∨
seg dec // any detection within the event?

31 first idx← None, lat win← None, lat sec← None

32 if hit then

33 rel← argmin{i : seg dec[i] = 1}
34 first idx← a+ rel

35 lat win← first idx− a
36 if ts dt ̸= ∅ then

37 lat sec← (ts dt[first idx]− ts dt[a]) in seconds

38 end

39 end

40 coverage← mean(seg dec)
41 Append to rows:

{event id, a, b,len,hit,first idx,lat win,lat sec,coverage}
42 event id← event id+ 1

43 end
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Algorithm 11: Computation of event-level metrics from

errors timeseries.csv (continued)

44 7. Persistent outputs

45 Write event level metrics.csv with rows.

46 Compute aggregates: number of events, hit rate, and summary statistics of lat win, lat sec,

and coverage.

47 Build and save event summary.json with: decision source, THRESHOLD (if

applicable), K PERSIST, timestamp info, and aggregate metrics.

48 Auxiliary functions

49 Func ApplyPersistence(b[1:N ], k)
50 if k ≤ 1 then

51 return b

52 end

53 out← 0, run← 0
54 for i← 1 to N do

55 if b[i] = 1 then

56 run← run+ 1; out[i]← ⊮{run ≥ k}
57 else

58 run← 0; out[i]← 0
59 end

60 end

61 return out

62 Func ContiguousRuns(y[1:N ], value)
63 pairs← [ ]; s← None

64 for i← 1 to N do

65 if y[i] = value and s = None then

66 s← i

67 end

68 if (y[i] ̸= value or i = N) and s ̸= None then

69 e← i−⊮{y[i] ̸= value}
70 Append (s, e) to pairs; s← None

71 end

72 end

73 return pairs

74 Func ParseTSLoose(Timestamp)

75 Try to datetime; if valid fraction low, try epoch (s/ms).

76 Return (ts dt,valid frac,median step seconds).



89

Algorithm 12: Offline tuning of weights, persistence, and threshold — Part 1

Input:

errors timeseries.csv with columns: err lstm, err ae, Anomaly (optional).

Grids: A (alpha), B (beta), K (persistence), P (percentiles).

FPR bound: fmax ∈ (0, 1).

Output: Table with (α, β,K, th) and per–window metrics; global optimum (see Part 2).

1 1. Load and validate data

2 Read errors timeseries.csv; check err lstm, err ae; Anomaly optional.

3 2. Robust standardization (median/MAD)

4 (zL,medL,MADL)← RobustZ(err lstm);
5 (zA,medA,MADA)← RobustZ(err ae).

6 3. Initialize accumulators

7 Rows← [ ];
8 Best← None.

9 4. Sweep over K, α, β

10 foreach K ∈ K do

11 foreach α ∈ A do

12 foreach β ∈ B do

13 score← α zL + β zA;

14 T ← PercentileGrid(score,P);
15 BestABK← None.

16 5. Threshold sweep and persistence

17 foreach th ∈ T do

18 raw← ⊮{score > th};
19 ŷ ← ApplyPersistence(raw,K).
20 if Anomaly available then

21 m← ConfusionMetrics(y, ŷ) // Precision, Recall, F1, FPR,

etc.

22 Append to Rows: (α, β,K, th,m).

23 Local selection under bound (FPR ≤ fmax) with triple tie–break

24 if m.FPR ≤ fmax and

(
BestABK = None or m.recall > BestABK.recall

or (m.recall = BestABK.recall ∧ m.F1 > BestABK.F1) or (m.recall =

BestABK.recall ∧ m.F1 = BestABK.F1 ∧ m.FPR < BestABK.FPR)
)

then

25 BestABK← (α, β,K, th,m)
26 end

27 end

28 else

29 Append to Rows: (α, β,K, th,NA) // no labels: suggest p99,

e.g.

30 end

31 end

32 6. Local fallback if no candidate meets the bound

33 if Anomaly available and BestABK = None then

34 Among rows in Rows with (α, β,K), pick min FPR; if tie, max Recall;

35 assign to BestABK.

36 end

37 end

38 end

39 end
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Algorithm 12: Offline tuning (continued)

40 7. Global selection and output persistence

41 7a. Update global optimum Best with the same triple tie–break:

42 max Recall (FPR ≤ fmax); tie–break by F1; third tie–break by FPR.

43 7b. Write table (α, β,K, th) with metrics and (med,MAD);
44 report (α∗, β∗,K∗, t∗h) and associated metrics.

45 Auxiliary functions

46 Func RobustZ(x[1:N ])
47 m← median(x);
48 d← median(|x−m|) + ε;

49 return ((x−m)/d, m, d).

50 Func ApplyPersistence(b[1:N ], k)
51 if k ≤ 1 then

52 return b
53 end

54 out← 0, run← 0
55 for i← 1 to N do

56 if b[i] = 1 then

57 run← run+ 1; out[i]← ⊮{run ≥ k}
58 else

59 run← 0; out[i]← 0
60 end

61 end

62 return out.

63 Func ConfusionMetrics(y[1:N ], ŷ[1:N ])
64 Compute TP, FP, TN, FN; Precision,Recall, F1,FPR;

65 return dictionary.

66 Func PercentileGrid(s[1:N ],P)
67 return {Percentilep(s) : p ∈ P }.



B ARTIFACTS

Stage File Type Use

AE scaler.pkl Scaler Feature scaling for the AE.

AE autoencoder full.pth Model (PyTorch) Full reconstruction.

AE encoder full.pth Model (PyTorch) Latent embedding extraction.

AE encoder.pth TorchScript Encoder deployment/inference.

AE autoencoder losses.png Figure Loss (MSE) per epoch.

AE autoencoder mae.png Figure MAE per epoch.

AE robot embeddings.csv;

embeddings train.npy;

embeddings val.npy

Data Latent embeddings (train/val).

LSTM scaler lstm.pkl Scaler Latent scaling for the LSTM.

LSTM lstm predictor state.pth state dict Predictor weights.

LSTM lstm predictor full.pth Model (PyTorch) Full module.

LSTM lstm predictor ts.pt TorchScript Deployment/inference.

LSTM lstm pred threshold.json JSON Operating thresholds (µ+3σ, p99,

p99.7).

LSTM lstm training mse.png Figure Training MSE curve.

LSTM lstm training metrics.csv CSV Per-epoch metrics (train/val).

LSTM meta.json JSON Configuration (D, T , H , η).

Table 10: Artifacts generated by the AE+LSTM pipeline and their purpose.
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